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FOREWORD

This volume is the 16th in a series of edited vol-
umes of contracted research the Nonproliferation Pol-
icy Education Center (NPEC) has published in coop-
eration with the Strategic Studies Institute of the U.S.
Army War College. It is the product of a joint effort
between NPEC and Bruno Tertrais of the Fondation
pour la Recherche Stratégique.

The volume features research done over the
past 2 years. This work addresses the possibility
of nuclear weapons and materials falling into the
hands of unauthorized actors during political crises.
It uses specific historical case studies as the basis
from which to draw lessons for the future. Fund-
ing for this project came from the Carnegie Cor-
poration of New York, and the U.S. Department
of Defense.

Much of the work to prepare the book for publi-
cation was done by NPEC’s research associate, Kate
Harrison, and the staff of the Strategic Studies Insti-
tute, especially Dr. James Pierce and Rita Rummel.
This book would not have been possible without their
help. Finally, we owe heartfelt thanks to the project’s
authors and reviewers, who contributed their time
and ideas.

HENRY D. SOKOLSKI

Executive Director

The Nonproliferation Policy
Education Center

BRUNO TERTRAIS

Senior Research Fellow

Fondation pour la
Recherche Stratégique






PREFACE

NUCLEAR SECURITY HISTORY:
WHY IT COMMANDS OUR ATTENTION

Of all the projects my center, the Nonproliferation
Policy Education Center (NPEC), has undertaken,
none has generated as much high-level attention as the
contents of this volume — four histories of disturbingly
close calls when governments came close to losing
control of their nuclear arsenals during political crises.
Certainly, the number and seniority of current and for-
mer officials attending the rollout of this research by
my center and the Fondation pour la Recherche Straté-
gique was impressive: an Assistant Secretary of State;
the national intelligence officer in charge of Southwest
Asia; a former International Atomic Energy Agency
(IAEA) deputy director for safeguards; two former
members of the National Security Council; and sev-
eral senior staffers from State, Defense, Energy, and
the Central Intelligence Agency (CIA).

The officials’” interest in these histories is under-
standable. Accounts of nuclear security crises that
have taken place outside of the United States have gen-
erally been cloaked in secrecy. Also, the drama associ-
ated with these crises is significant. At the height of
the Cultural Revolution, a Chinese long-range nuclear
missile was fired within the country, and the nuclear
warhead it was carrying detonated. A French nuclear
device was exploded in Algeria during a coup. When
the Soviet empire collapsed, shots were fired at a Rus-
sian crowd intent on rushing a nuclear weapons-laden
plane straining to remove a stash of nuclear weapons
to a safer locale. Pakistani governments have been
routinely pushed aside by a powerful nuclear-armed
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military. But expert observers worry that in the future,
Pakistan’s powerful military might be divided against
itself or held hostage by some faction that seizes con-
trol of some portion of Pakistan’s nuclear assets. How
could one not be interested to learn more?

Yet, for all of this, it is unclear just what these sto-
ries teach. It certainly would be a mistake to assume
that they impart a list of specific policy prescriptions.
With each case—the Algerian coup of 1961, the col-
lapse of the Soviet Union, the Chinese Cultural Revo-
lution, and the series of Pakistani crises dating back
to the 1980s — the circumstances were so unique it is
difficult to draw recommendations that would be very
useful today.

The reasons why are nonintuitive. First, the tech-
nical challenges each government encountered and
the fixes they employed to maintain control over their
arsenals were not only different in each instance, but
arguably unique to the era when the crisis occurred.
Whatever specific technical solution a government
might have employed to prevent a past nuclear secu-
rity crisis, then, is not necessarily the one another gov-
ernment would be advised to use today.

Second, and far more important, each and
every nuclear security crisis is and will always be
driven by a unique set of human actors, individuals,
or groups whose thoughts and intentions, both then
and now, are largely beyond anyone’s ability to pre-
cisely pin down. This presents an immediate histori-
cal challenge: How does one determine or prove what
key individuals thought or intended to do in the past
when it may be in their interest now to embellish or
lie? This matters enormously, since no matter how
“secure” one tries to make nuclear weapons assets
procedurally or technically, individuals with enough
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authority or access can elect to override or find ways
around such protections. The political and organiza-
tional solutions employed successfully in the past,
therefore, may or may not work in the future.

Such uncertainty is bewildering, because enhanc-
ing the nuclear security of existing nuclear weapons
arsenals and nuclear weapons-usable materials and
plants is a high priority. Hundreds of tons of military
and civilian nuclear weapons-usable materials are
added to the world’s total every year, and the num-
ber of new civilian nuclear plants continues to grow.
It would be a relief to know that these materials and
plants could be rendered safe against theft, seizure, or
sabotage. Of course, one can do better or worse at pro-
viding nuclear security, but the history of close nuclear
security calls suggests that as long as there are assets
that can be diverted to make nuclear weapons or sabo-
taged to produce environmental disasters, there will
be no absolute fix to prevent the worst. There is, how-
ever, a silver lining to this history that more than justi-
fies our fascination with it: The more we learn about
past nuclear crises, the healthier our dose of fright.
At a minimum, this history reinforces the impera-
tive to avoid such crises in the future. Certainly, had
any of the past nuclear security crises detailed in this
book gone differently —had the rebel faction of the
French military seized the nuclear device that was to
be tested in Algeria, had the nuclear-armed missile
the Chinese fired and exploded during the Cultural
Revolution hit a city, had the Russians lost control
of the weapons they were evacuating from remote
bases to hostile local forces, or had the Pakistani gov-
ernment ever lost control of its weapons to irreden-
tist forces—each of these governments would likely
have collapsed.
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In addition to detailing the nuclear security crises
that took place during the French Algerian coup of
1961, the Chinese Cultural Revolution, the collapse
of the Soviet Union, and Pakistan’s persistent politi-
cal instability since the 1980s, this volume showcases
an analysis of this history by a series of distinguished
nuclear experts and practitioners. The hope is that his-
tory and its lessons will help in support of prepara-
tions for the next Nuclear Security Summit, planned
for the Netherlands in 2014.

Next year, my center plans to publish an additional
volume of historical research it has commissioned on
known instances of large amounts of nuclear materi-
als useful to make bombs that have gone unaccounted
for (known as material unaccounted for [MUF]). Sev-
eral cases will be examined. These will include the
loss and possible theft by Israeli agents of at least 100
kilograms of weapons-grade uranium in the 1960s
from a nuclear plant in Pennsylvania; the scores of
bombs” worth of plutonium gone unaccounted for
in Japan and Europe since the 1980s; the hundreds
of bombs” worth of weapons-grade materials gone
unaccounted for from U.S. nuclear weapons plants
operating during the Cold War; and the challenges
of accounting for South Africa’s past production of
nuclear weapons uranium. Given the continued mili-
tary and civilian production of such materials today
and the efforts to cap them, this history should also
be instructive.

HENRY D. SOKOLSKI
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CHAPTER 1

THE UNEXPECTED RISK:
THE IMPACT OF POLITICAL CRISES
ON THE SECURITY AND CONTROL
OF NUCLEAR WEAPONS

Bruno Tertrais

The past 2 decades have seen an increase in nuclear
dangers. Arsenals have been operationalized in India
and Pakistan, and China seems to be augmenting its
own. North Korea has crossed the nuclear threshold,
and Iran seems to be on the way to do so itself. Four
hitherto undisclosed —and illegal —nuclear programs
were discovered: Iraq in 1991, Iran in 2002, Libya in
2003, and Syria in 2007. Pakistani and North Korean
nuclear expertise and technology transfers were
also uncovered. Al-Qaeda and other jihadist groups
showed an interest in gaining access to nuclear weap-
ons and materials, and some attacked nuclear-related
facilities in Pakistan.

The security and control of nuclear weapons is thus
more important than ever, as witnessed by the politi-
cal success of two Nuclear Security Summits in Wash-
ington (2010) and Seoul (2012). Despite disagreement
over budget priorities, the topic enjoys a rare level of
bipartisanship in the United States.

Much has been written about nuclear accidents
and nuclear crises, but much less about the impact
of political crises in nuclear-capable states.! The goal
that Henry Sokolski and I set in undertaking this
project was to shed light on the following issue: How
do nuclear-capable states behave in times of major
political crises?



Our project focuses more specifically on “nuclear
security” and “control of use.” According to the U.S.
Department of Defense, nuclear security covers proce-
dures, facilities, and equipment designed to avoid loss
of custody, theft, and diversion of nuclear weapons,
as well as other unauthorized actions, vandalism, and
sabotage. Control of use covers both use control (com-
ponents and codes) as well as command and control
(organizational and communications procedures and
capabilities).?

At first glance, all nuclear-armed countries today
seem to have well-established procedures and institu-
tions to ensure nuclear security and control of use. In
Western countries, as well as in India and Israel, the
primacy of civilian and political officials over nuclear
oversight and control is apparently well entrenched.’

However, the global picture of nuclear security and
control is much less rosy than it seems. First, things
are more complex than they appear in countries such
as Russia, China, and Pakistan, where the military has
a stronger and sometimes key role.

* In Russia, there is not one but three “Chegets”
(strategic communication devices): one for the
president, one for the defense minister, and
one for the chief of general staff. Some claim
that the agreement of all three authorities (plus
that of one of the strategic forces commanders)
is needed to launch a nuclear strike.* But most
informed sources state that any of the three can
launch a nuclear strike.” What seems clear in
any case is that nuclear use does not technically
require any input from the Russian president.
(This was the case in the Soviet Union.)® A well-
known Russian expert has stated that “real
control over nuclear weapons has never been



in the hands of the political leadership. It has
always been under the control of the defense
minister and the General Staff.”” He wrote
more recently that “It is not clear whether the
system is fail-safe from the action of reckless
military commanders.”® Indeed, other testimo-
nies have stated that, technically, the ability
to launch nuclear weapons exists well below
the upper echelons of Russian political and
military power.’

* In China, procedures remain unclear, but it
seems that any decision to use nuclear weapons
would be made by a combination of top party
and military leaders.'

* In Pakistan, despite the prime minister’s chair-
manship of the National Command Authority,
few doubt that the military would have the
final say in the use of nuclear weapons, espe-
cially since the “Employment Control Commit-
tee” involves the main armed forces leaders.

Second, the history of nuclear security and con-
trol is fraught with lax procedures and insufficient
measures compounded by human mistakes."! Even
in Western nuclear powers, the establishment of solid
command and control procedures took time and has
often been insufficient, in no small part because the
elaboration of nuclear deterrence procedures is sub-
mitted to a fundamental dilemma. Survivability and
readiness call for dispersion, movement, and pre-dele-
gation. But security and control call for concentration,
no movement, and code retention. The problem is that,
to use Peter Feaver’s apt characterization, procedures
tend to err on the side of “always” (i.e., always be fired
when directed) rather than on the side of “never” (i.e.,
never be fired if not ordered by a proper authority).'



Pre-delegation existed at least in the United States
and in the United Kingdom (UK) in the 1950s." In the
United States, combination locks on nuclear warheads
appeared only in the late-1950s. In 1960, the U.S. Joint
Committee on Atomic Energy discovered that secu-
rity measures designed to prevent the theft or unau-
thorized use of U.S. nuclear weapons in Europe were
limited to a single 18-year-old sentry armed with a
carbine.' This led to the development and introduc-
tion of Permissive Action Links (PALs). But it did not
solve the North Atlantic Treaty Organization (NATO)
nuclear security problem. In the mid-1970s, tactical
nuclear weapons in Germany were so poorly secured
that a small group of terrorists could have easily sto-
len them. In the early-1980s, about half of the U.S.
arsenal in Europe was still equipped with old four-
digit combination locks. In France, early command
and control arrangements were, to say the least, rudi-
mentary: General Charles de Gaulle thought that he
had a sufficiently recognizable voice so that his mili-
tary commanders would know it was him giving the
order.” In Western countries and in the Soviet Union,
“nuclear briefcases” were introduced only in the
1980s. Until the early-1990s, American (and Soviet)
nuclear-powered ballistic missile submarine (SSBN)
commanders were still technically able to launch their
missiles without any input from outside.’* UK SSBN
commanders still can. The UK WE-177 free-fall bombs
that were withdrawn in 1998 “were armed by turning
a bicycle lock key.”"

Thus, it can hardly be taken for granted that the
next nuclear powers will be “born” with solid security
and control procedures. In fact, if Scott Sagan is to be
believed, “there are compelling reasons to predict that
many would-be proliferators will develop nuclear



arsenals that are considerably less safe than those of
current nuclear powers.”*®

In addition, nuclear institutions are as likely as any
other complex organization to undergo what experts
call “normal accidents,” despite—and sometimes,
experts argue, because of —efforts to build in redun-
dancies and safeguards to take into account technical
failures and human frailties."

We suspect that such existing weaknesses, which
are inherent to any complex human organization,
could be magnified if a major institutional or politi-
cal crisis was to occur in a nuclear-armed country. At
best, this means that nuclear weapons or technolo-
gies could fall into the wrong hands (state or nonstate
actors), with the risk of regional instability, political
blackmail, and nuclear accidents. At worst, such a cri-
sis can mean a nuclear explosion or a nuclear war.

Indeed, the list of serious nuclear security and con-
trol incidents, failures, and lapses is a rather long one.
Some of the most egregious include the following:*

* In April 1961, control of the French nuclear
site in Algeria and of a nuclear device that was
located there became the object of competing
loyalties as a coup d’état unfolded in Algiers.”!

* In October 1962, during the Cuban Missile
Crisis, a security guard at a Duluth, MN, mili-
tary base mistakenly took a bear for an enemy
intruder and sounded the alarm. This triggered
air-raid klaxons in the region. However, at the
nearby Volk Airfield, due to a faulty system,
the nuclear attack alert was sounded, causing
nuclear-armed F-106A to scramble for takeoff.?

* Two days later, North American Air Defense
(NORAD) radar picked up an unidentified
object flying in space; because this happened



at the same time that a test tape had been
introduced in the equipment, the NORAD
command post mistakenly thought that a mis-
sile had been launched from Cuba, targeted
against Florida.”

In December 1963, when U.S. President Lyn-
don B. Johnson took office, the director of the
White House Military Office discovered that
no one had updated the authenticator codes for
6 months.*

In September 1966, the Chinese Cultural Revo-
lution led to internal strife within the nuclear
program. The center of Chinese nuclear research
and development (R&D) was split between
two factions.”

In October 1966, the newly created Second
Artillery Corps (the Chinese strategic mis-
siles force)—inspired by calls from radicals
to accelerate the nuclear weapons program —
conducted a dangerous test of a nuclear-tipped
missile, which flew over population centers, to
demonstrate revolutionary spirit. This was seen
by some as an unauthorized test.* Throughout
1966-67, the Second Artillery Corps was rife
with rivalries and power struggles.”

At the same time, the Lop Nor testing site was
also the focus of a competition for power.”
Around December 1966, the Party boss of
Xinjiang is believed to have made an indirect
threat to seize the site. A December 1967 test
was seen to have been a “fizzle” due to a hasty
detonation.”

In the mid-1970s, U.S. Senator Sam Nunn dis-
covered that the NATO nuclear base he visited
was guarded by units composed of demoral-



ized soldiers with stories of regular alcohol and
drug consumption.®

Until 1977, the U.S. Strategic Air Command
(SAC) reportedly used intercontinental bal-
listic missile (ICBM) launch procedures that
bypassed the normal coding mechanisms.?!

In November 1979, the insertion of an exercise
tape into a NORAD computer triggered a threat
assessment conference and an air defense alert,
including the launch of the National Emer-
gency Airborne Command Post.*

In March 1981, U.S. President Ronald Reagan’s
authenticator codes disappeared in a Federal
Bureau of Investigation (FBI) evidence bag
after he was shot.®

A few months later in May 1981, French Presi-
dent Francois Mitterrand was so moved by his
election that he forgot the launch codes, given
to him by his predecessor, at home in the suit
he was wearing the day before.*

In 1988, after General Zia Ul-Haq's sudden
death, the new Pakistani president (1988-93)
Ghulam Ishaq Khan, decided to retain the
nuclear program’s secret files under his control
instead of turning them over to the prime min-
ister. He turned them over to the military when
forced to retire in 1993.%

In the 1990s, the so-called A. Q. Khan network
managed to copy three Pakistani nuclear war-
head designs. The first one, of Chinese ori-
gin, was given to at least one country (Libya).
The two others-plans for more sophisticated
devices-were digitalized by the network and
may have been transferred to other states
or entities.



In January 1990, rebels fighting Moscow’s rule
in Azerbaijan stormed the perimeter at an army
base and tried to steal the nuclear weapons
stored there.* This triggered a massive, hur-
ried, and partly improvised withdrawal of tac-
tical nuclear weapons stationed in the smaller
Soviet Republics.?”

In the spring of 1991, a communication error
resulted in Ukrainian officers receiving an
order to make a loyalty oath to Russia. This led
the Kiev leadership to intervene to block the
withdrawal of tactical nuclear weapons and
take steps to gain access to launch control sys-
tems of strategic weapons.*

In August 1991, during the attempted coup
against him, Mikhail Gorbachev was deprived
of his “Cheget,” while Defense Minister Dmitry
Yazov (one of the putsch leaders) lost his own
in the turmoil.* At some point, the coup lead-
ers were in possession of all three Chegets.*

In late-1991, Ukraine sought to prevent Rus-
sia from being able to launch nuclear weapons
still stationed on its soil. Subsequently, Ukraine
ordered a study of the possibility of bypassing
the launch codes."

In July 1993, Russian Defense Minister Gen-
eral Pavel Grachev abruptly took possession
of the Cheget belonging to Marshal Yevgeniy
Shaposhnikov, the commander in chief of the
Commonwealth of Independent States (CIS).*
In October 1993, during an attempted coup in
Moscow, militarized squads of supporters of
the Supreme Soviet attacked the General Staff
building, which hosts the Russian nuclear com-
mand and control center.*
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In January 1995, the launch of a Norwegian
sounding rocket triggered the activation of Rus-
sia’s strategic emergency command, control,
communications, and intelligence (C3I) system
(“Kazbeck”) and of the Chegets. Oslo had noti-
fied the Russian Foreign Ministry of the imped-
ing launch, but launch notification had gotten
lost in the meanders of the post-Soviet bureau-
cratic disorder: It had failed to reach the appro-
priate on-duty personnel.* Given the unusual
size and trajectory of the rocket, some Russian
officials genuinely feared, for several minutes,
a strike that might have been an Electro-Mag-
netic Pulse (EMP) attack.”

In November 1995, during Russian President
Boris Yeltsin’s heart attack, his Cheget was
illegally taken away from him by General Alex-
andr Korzhakov, his chief of presidential secu-
rity, who reportedly declared, “Whoever has
the button has the power.”*

In April 1999, after a NATO Summit, U.S. Presi-
dent Bill Clinton left behind his military aide
carrying the “football.” The aide had to walk
back to the White House by himself in a hurry.*
Around 2000, Clinton misplaced his presiden-
tial authentication card. The loss was discov-
ered only after several months, when it was
time to update the codes.*®

In August 2007, a U.S. B-52H strategic
bomber mistakenly carried six nuclear-tipped
Advanced Cruise Missiles (ACM) from Minot
Air Force Base (AFB) to Barksdale AFB. The
nuclear warheads were supposed to have been
removed.

Since the late-2000s, Pakistani terrorists have
attacked several military installations sus-
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pected of holding nuclear weapons-related
facilities or research.®

* In January 2010, European anti-nuclear activ-
ists penetrated the inner perimeter of a NATO
nuclear base in Belgium.™

We selected four case studies: China, France, Paki-
stan, and the Soviet Union. The time frame of each
case study varies, ranging from a few days for France
(the 1961 attempted military coup) to several decades
for Pakistan. But we believe that these four countries
are good examples of the sort of risks that we are
talking about.

In addition, we noted that all four of them had
experienced severe political upheavals, includ-
ing coups d’état (Pakistan in 1958, 1977, and 1999);
attempted coups (France in 1961, the Soviet Union in
1991, and Russia in 1993); major institutional crises
(France in 1958 and China in 1966-68); and even break-
ups (France in 1962 and the Soviet Union in 1991). By
comparison, the five other countries that have devel-
oped nuclear weapons (the United States, the United
Kingdom, South Africa, India, and North Korea) have
been much more stable from an institutional point of
view. But this still means that out of nine states that built
nuclear weapons, four are known to have undergone severe
political crises affecting nuclear security and/or control of
use in one way or another, thus, nearly 50 percent. These
states include the three countries (China, Pakistan,
and the Soviet Union/Russia) where the military tra-
ditionally has played a strong role in the political sys-
tem. In two cases (France in 1961 and China in 1967),
there is evidence that political turmoil and threats
against testing sites resulted in the hurried detonation
of nuclear devices.

When we began this project, we knew that oth-
ers had cleared the path before us. In 1978, Lewis
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Dunn published a seminal article entitled “Military
Politics, Nuclear Proliferation, and the Nuclear ‘Coup
d’Etat’.””' He pointed out that most of the potential
proliferators had experienced attempted or successful
military coups and, among other insights, suggested
that “in the many politically unstable, coup-vulnera-
ble, future N-th countries, access to nuclear weapons
could become a sought-after source of power and bar-
gaining leverage.”>* In 1987, Leonard (“Sandy”) Spec-
tor devoted a chapter in his book, Going Nuclear, to
the effect of political instability on nuclear control.”
There have also been many detailed historical stud-
ies on nuclear security, at least for the Union of Soviet
Socialist Republics (USSR) and Pakistan.

The added value of the case studies presented
here is threefold. First, not all cases have been well
covered by the existing literature (France in 1961, in
particular). Second, new evidence and new sources
have become available over the years. Third, and most
importantly, we asked our authors, who are all experts
in the nuclear programs of the countries we chose, to
focus on one key question: How did political instabil-
ity affect nuclear security and use control?

Our project does not claim to give the definitive
historical account or to shed light on all the incidents
that may have taken place in these four countries.> But
it brings new insights and sometimes contradicts con-
ventional wisdom. Tertrais (for France) and Khan (for
Pakistan) make the case that the nuclear risks stem-
ming from political instability and attempted coups
were less than many believed. In contrast, Sokov (for
the Soviet Union/Russia) and Stokes (for China) raise
intriguing questions and describe troubling and not
well-known episodes.

Leonard Spector’s 1987 conclusions were fourfold.
First, he argued that “Nuclear weapons . . . can indeed
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change hands as political control abruptly shifts over
the territory where they are located.” Second, he sug-
gested that “It is not implausible that a radical, anti-
status-quo government can sweep into power and
inherit significant nuclear assets.” Third, he believed
that “Preventing the inheritance of nuclear assets is
likely to be costly and complicated, and in some cases,
it may not be possible at all.” Finally, Spector argued
that, “Though a radical government has never inher-
ited nuclear arms, there is historical precedent for the
key elements of this scenario.”*

Subsequent events since 1987 (in the Soviet Union,
in Russia, and in Pakistan) have proven him right.”®
As will be seen, our study supports and bolsters these
early conclusions. We draw lessons about the behav-
ior of governments, institutions, and leaders regard-
ing nuclear security and control of use during major
political crises. Our project is useful for thinking in
advance about the next major political crisis involving
anuclear-capable country such as Iran or North Korea;
a mature nuclear power such as Pakistan, China, or
Russia; or a future nuclear-capable state such as Saudi
Arabia, Egypt, or Algeria. The project also brings
insights to how to improve nuclear security and
control of use.

It is tempting to say that organizations and proce-
dures have, on balance, behaved fairly well through-
out the nuclear age. After all, since 1945, there has
never been either a nuclear explosion in anger, or a
known transfer of an operational nuclear device. Per-
haps political and military officials have taken better
care of nuclear weapons than many have feared. There
may have been progress—both through experience,
information sharing, and improved technology —in
the way nuclear arsenals have been controlled.
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But one should guard against optimistic conclu-
sions. The U.S. history of nuclear security over the
past 2 decades, for instance, is less than stellar, even
though the United States has the longest experience
with and arguably the best know-how to deal with
such issues. For example, in addition to the incidents
listed above, the transcripts of the meeting that took
place in the White House Situation Room immedi-
ately after President Reagan was shot in 1981 should
give pause to optimists.”” This would not come as a
surprise to pessimistic organization theorists, who
demonstrate that more technology does not necessar-
ily mean more safety, and that effective learning from
past incidents is very difficult, if not impossible.”®
Finally, nuclear security procedures and controls are
only as strong as their weakest part, and, as in most
other organizations, that is often the human element.
This starts at the top. As U.S. expert Bruce Blair puts it,
“No system of safeguards can reliably guard against
misbehavior at the very apex of government.”*

The history of the Cold War also shows that a few
individuals, sometimes even one single person, stand
between the risk of nuclear tragedy and return to
normalcy. In April 1961, General Jean Thiry, the com-
mander of the French nuclear testing grounds in the
Sahara, decided to refuse to obey the rebels who had
taken over Algiers and wanted him to give them con-
trol of a nuclear device that was ready to be tested.®
On October 27, 1962, Vassili Arkhipov, a Soviet officer
on board an attack submarine near Cuba, may have
saved the world by refusing to launch a nuclear-
tipped torpedo against U.S. forces. In November 1983,
in the midst of acute Soviet paranoia about Western
military intentions, NATO decided to tone down a
major exercise entitled Able Archer-83, by taking out
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the direct participation of high-ranking civilian and
military U.S. officials. This may have been in response
to warnings by a KGB double agent, Oleg Gordievsky,
that some in Moscow believed a Western nuclear
attack was imminent.®' In August 1991, the chiefs of
the three Soviet strategic services decided to cut off
the coup leaders from the nuclear Command, Control,
and Communications (C3) system in order to avoid
any dangerous or reckless decisions.® Strategic Forces
Commander General Y. P. Maksimov also decided to
visibly lower the alert level of Soviet mobile missiles,
allegedly in order to reassure Washington.®
Experience, wisdom, sound procedures, and tech-
nological improvements may have contributed to the
absence of a nuclear explosion or to the transfer of
nuclear weapons. But the absence of nuclear use can-
not rely only on loyalty, cool-headedness, good man-
agement practices, and technical fixes. It is possible
that, “To have so successfully prevented accidental
nuclear explosions, tens of thousands of obscure sol-
diers must have taken much greater care than is taken
in any other situation involving human agents and
complex mechanical systems. To bypass every oppor-
tunity to buy or build nuclear weapons, hundreds of
terrorist leaders must have shrunk from exploring
those opportunities.”® But even if that was true, are
we willing to bet that it will continue to be the case for
the next 60 years? We would do so at our own peril.
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CHAPTER 2

A “NUCLEAR COUP"?
FRANCE, THE ALGERIAN WAR,
AND THE APRIL 1961 NUCLEAR TEST

Bruno Tertrais
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ble to find), and Marie-France Lathuile and Anne Pasquier
for their assistance in researching for this paper. He is grate-
ful to Samy Cohen, Brian Jenkins, Henry Sokolski, Maurice
Vaisse, and Randy Willoughby for their thoughtful reviews
and comments.

The strategic literature about the risk of nuclear
proliferation and of nuclear terrorism sometimes men-
tions a little-known episode of French colonial his-
tory: a nuclear test that took place in April 1961 while
four generals mounted a coup in Algiers against the
nascent Fifth Republic. The first mention of this epi-
sode in publications devoted to international security
issues appears to have been a 1968 short journal article
by Donald Brennan and Leonard Spector’s pioneering
book, Going Nuclear (1987). To the best of this author’s
knowledge, no detailed analysis of the 1961 events has
ever been published.

Conventional wisdom—various citations of the
episode that appear in the literature, mostly based on
the two aforementioned accounts —has it that France
decided to detonate the nuclear device rather than run
the risk of having it captured by the rebel forces. At
the same time, one of the foremost experts in the field
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of terrorism, Brian Jenkins, argued in a recent book —
based on conversations with former French officials —
that he became convinced that the story was bunk and
that experts should cease mentioning it as an example
of the risks of nuclear terror.?

This chapter seeks to reconstruct the 1961 events
and the intentions of the various parties involved to
the fullest possible extent. To that effect, it relies heav-
ily on sources that have become available since the
1968 and 1987 studies were published. These include
two well-documented books on the Algiers coup pub-
lished in 2011, on the occasion of the 50th anniversary
of the coup, one by historian Maurice Vaisse and the
other by journalist Pierre Abramovici. The sources
also include two books on the history of the French
nuclear program published a few years ago, one by
analyst Jean-Damien P6 and the other by historian
André Bendjebbar.? This chapter also relies, crucially,
on personal testimonies of key actors.* Sources used
in this chapter also include information about the his-
tory of French nuclear testing made public (through
publication or leaks) in France at the occasion of the
1995-96 final series of tests and about recent controver-
sies regarding the human and environmental effects
of testing in Algeria. Finally, the sources include
information provided to the author by the French
Atomic Energy Commission (Commissariatal Energie
Atomique [CEA]).°

The chapter will in particular address two sets of
questions. One is about the timing of the April 1961
test. Wasitin any way affected by the ongoing political
events in Algeria? If yes, what did the French authori-
ties seek in altering that timing? The other set of ques-
tions relates to the assessment of the actual risks that
existed during the coup. Was there ever a real risk of
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the device passing under the control of the rebels? If
yes, could they have used it in any way?

As will be seen, what happened during those days
in Algeria is complex and supports a more subtle
interpretation than either the traditional version of the
story or the more recent Jenkins debunking of it —nei-
ther of which can be considered as an accurate sum-
mary of the events. Both Brennan and Jenkins relied
on a small number of testimonies of unnamed former
officials: a senior official of the French nuclear estab-
lishment (Brennan) and French intelligence officials
(Jenkins).

The goal of this chapter is to draw lessons for pos-
sible future contingencies in which a nuclear-capable
country is threatened from inside and the control of
nuclear materials or weapons may be at risk. More
broadly, the chapter passes judgment on whether or
not this episode is worth giving as an example of the
risk of nuclear terrorism.

THE CONTEXT

When General Charles de Gaulle arrived in power
in May 1958, he inherited two legacies of the Fourth
Republic (1945-58): One was the rebellion in the
French departments of Algeria, which was worsening;
the other was France’s burgeoning nuclear program,
which was coming to fruition. In the last days of the
Fourth Republic (on April 11), a nuclear test had been
scheduled for 1960 by Chairman of the Council [of
Ministers] Félix Gaillard.

The two issues rapidly became connected. De
Gaulle sought both to transform France’s nominal
nuclear capability into a full-fledged operational
nuclear force, and to solve the Algerian question one
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way or the other in order to pursue an ambitious for-
eign policy agenda: He knew that the only way to do
that would be to change the territory’s status. But these
orientations put him on a collision course with a large
segment of the French military. Many did not want
France to withdraw from Algeria, and most were not
interested in an independent nuclear deterrent.®

Of these two issues, Algeria in early-1961 was cer-
tainly the most important in the eyes of the French
armed forces. About 480,000 French military person-
nel —mostly conscripts —were stationed there to take
part in the campaign launched in 1957 to “pacify”
the territory in light of growing unrest, rebellion,
and terrorism.

In September 1958, 96 percent of Algerian vot-
ers had said “yes” to the adoption of the new French
constitution. However, a call to boycott the vote had
been issued by the Algerian National Liberation Front
(Front de Libération Nationale). De Gaulle did not
believe that the full integration of Arab and Berber
populations into France was sustainable in the long
run. In September 1959, he stated that three paths
were open to Algeria: full independence, full integra-
tion, or—his obvious preference—an “association”
with the French Republic.

Even though he had not declared support for inde-
pendence, de Gaulle probably knew all too well that,
having now made clear that he did not favor the sta-
tus quo, he faced the possibility of a military action
against him —by the same group of officers who had
helped him return to power. In May 1958, a short-
lived coup in Algiers (today often referred to as the
“putsch d’Alger”) was partly manipulated by the
Gaullists. They emphasized the possibility of a coup in
Paris itself —a scenario that was indeed very much in
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the cards and entitled Operation RESURRECTION —
which led to the downfall of the Fourth Republic and
to the return of de Gaulle to power. At that time, the
military believed that he would ensure that France
would hold on to its North African territories —not
mistakenly, since de Gaulle had not come to power
with a clear picture of the Algerian endgame.

In the months following his return to power, de
Gaulle removed the leaders of the May 1958 move-
ment—Generals Edmond Jouhaud and Edouard
Salan—from their positions in Algiers. On September
16, 1959, he alluded for the first time to the possibility
of “self-determination” for Algeria.” In January 1960,
a short-lived insurrection (semaine des barricades)
led by opponents to de Gaulle’s policy, took place
in Algiers and Paris.® It was triggered by the recall
to France of General Massu, another leader of the
1958 movement. In March, General Maurice Challe,
who had been appointed by de Gaulle as the head of
all French forces in Algeria in December 1958, was
replaced. In December, massive demonstrations in
favor of independence took place throughout Algeria.
De Gaulle began referring to the hypothetical possi-
bility of an “Algerian Republic.”® On January 8, 1961,
75 percent of the French approved by referendum the
self-determination of the Algerian territories. In April,
De Gaulle mentioned for the first time the possibility
of “a sovereign Algerian State.”!° This statement and
others finally convinced those among the French mili-
tary who sought to oppose Algerian independence
that the dice were cast. General Challe took the leader-
ship of a military conspiracy to stop the political pro-
cess leading to Algerian independence.

Meanwhile, Algeria had been chosen as early as
July 1957 as the location for the first French nuclear
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tests, due to the existence of large inhabited regions in
the south of the territory with geologically favorable
conditions. A 108,000-square kilometers (km) inhab-
ited zone was designated as military grounds and
named the Sahara Center for Military Experiments
(Centre Saharien d’Expérimentations Militaires,
CSEM). Starting in October and throughout 1957, the
CEA and the armed forces built the necessary facili-
ties near Reggan, a small town of about 8,000 inhabit-
ants (see Figure 2-1)." The base and testing grounds
were placed under military command. Up to 10,000
civilian and military personnel were stationed in and
around Reggan.'?

Manritanie -~

Figure 2-1. The Location of the Reggan Test Site
(CSEM).
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The French testing site had complex command

arrangements:

* The CSEM was in charge of the site itself, which
comprised four locations: offices in Reggan;
technical facilities, housing, and logistics at
the “base-vie” 15 km from the town; the Ham-
oudia observation and command post some
35 km from the “base-vie”; and the “ground
zero” area another 15 km away. The CSEM was
headed by a colonel, and reported for opera-
tional purposes to the Paris-based Joint Special
Weapons Command (Commandement Interar-
mées des Armes Spéciales [CIAS]), a ministry
of defense structure.”® However, for territorial
defense and law and order maintenance, the
CSEM reported to the Sahara area command.**

* The tests themselves were the responsibility of
a unit called the Operational Group of Nuclear
Experiment (Groupement Opérationnel des
Expérimentations Nucléaires, [GOEN]), which
included both military and civilian experts. Led
by a general who was also the head of the CIAS,
this separate and temporary unit reported both
to the ministry of defense and to the CEA.
It included a joint dedicated military force,
the 621st Special Weapons Group (Groupe
d’Armes Spéciales), which regrouped all mili-
tary personnel assigned to the GOEN. There
was a dedicated communication link between
the GOEN and the CIAS headquarters.

Neither of these two units reported directly to
Algiers, upon which they depended only for
their supplies.
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THE EVENT
The Coup.

The rebellion began during the night of Friday-Sat-
urday, April 21-22, 1961. The leaders were Challe and
his predecessor in Algeria, General Raoul Salan, as
well as Generals Edmond Jouhaud and André Zeller.
They could count on the support from the onset of at
least six regiments of the French armed forces.”” By
Saturday, April 22, in the morning, Algiers was fully
in the hands of the rebels, who made a radio procla-
mation announcing their success and sent the loyalist
leaders to the south of the territory.'® By then, Challe
and his acolytes could count on the support of about
25,000 military personnel.”” Paris became awash with
rumors of an imminent military action against the
metropolitan territory.'®

This sequence of events happened just as the Reg-
gan base was preparing for the fourth French nuclear
test. Codenamed “Gerboise verte” (“Green Jerboa”),
this explosion of a fourth plutonium fission device
(“R1”) was planned to be the last atmospheric test in
the Sahara before the base moved on to subterranean
tests in a different location in Algeria.

Evidence exists that the rebels were fully aware of
the upcoming test and sought to exploit the circum-
stances to their benefit. But was the timing of Gerboise
verte affected by the political events? And, if yes, what
did the French authorities seek in altering the timing
of the test?

There is no doubt that the detonation of the R1
device had been organized well in advance. One source
mentions a March 3 press article that announced the
fourth French nuclear test, “probably for April.”* At

32



the occasion of the test, an exercise had been planned
as early as February.® The idea was to benefit from
the test to study the conditions of fighting in a nuclear
environment. (The previous test of December 27, 1960,
had also involved such an exercise). According to the
CEA, the “operation order” for the test had been given
on March 30; it stipulated that the test would take
place on or after April 24, but the date had later been
changed to May 1, since the technical preparation of
the device needed more time.?!

The Events in Paris and Reggan (Saturday, April 22,
to Monday, April 24).

De Gaulle learned of the coup in the early hours
of Saturday, April 22. At 9:00 a.m., he met with Prime
Minister Michel Debré, who left the Elysée at 11:20
am.? It was during this meeting, or immediately
afterward, that de Gaulle decided to move forward
the date of the test, since a conversation with the Reg-
gan authorities took place at 11:30 a.m.”? De Gaulle
believed that the coup would not last more than 3
days.** This is an important element: It means that
he sought to influence the events through the test. At
5:00 p.m., a special meeting of the Council of Ministers
decided to impose a state of emergency taking effect
at midnight. On Sunday evening, a telegram was sent
to the French ambassador in Morocco, requesting him
to notify King Hassan of the imminence of the test,
clearly referring implicitly to the ongoing coup.”

News of the coup reached Reggan on Saturday,
April 22, around 9:00 a.m.” However, two contradic-
tory orders were received in the next 24 hours.” One
was given by Paris, ordering that the device be tested.
It was possibly a telegram signed by de Gaulle him-
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self.?® Standard procedure was that a green light was
given by the Elysée, and that the Reggan authorities
decided on the exact day of the test.” But another
order was given by Challe from Algiers, requesting
that the test be delayed.*® The putsch leaders may
have been warned of the impending test by the Notice
to Airmen (NOTAM) delivered by Thiry.*! More pre-
cisely, according to a key witness—Professor Yves
Rocard, one of the fathers of the French program—
Challe called General Jean Thiry, the commander of
the CIAS/GOEN, who knew him well (they were both
fellow air force generals). Rocard told Thiry: “Refrain
from detonating your little bomb, keep it for us, it will
always be useful.”*

The CSEM and GOEN personnel were culturally
inclined to be faithful to de Gaulle, since their mission
was the nuclear program.” But Thiry was hesitant
about which party to support. His exact mindset is
difficult to assess. Some claim that he initially decided
to side with the rebels before changing his mind 24
hours later. Others state that he was impressed with
Challe’s order but that, in his phone conversation with
Challe, remained deliberately vague and uncommit-
ted about his intentions.*

There are differing accounts of the exact chronol-
ogy of events:

* There is uncertainty about when the order to

proceed with the test on (or after) Monday,
April 24, was given by Paris. A key witness,
Jean Bellec, who was then an officer stationed
at Reggan, claims that on Saturday, April 22,
at 11:30 a.m., after having conferred with Paris,
the CSEM and GOEN made the decision to test
on April 24.% However, a CEA document sug-
gests that on April 22, “it was contemplated to
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proceed with the test as soon as possible” but
that it is only the next day, Sunday, April 23,
that the formal order was given to detonate the
device “on or after the 24th.”*

It is also uncertain when the final decision to
proceed with the test on Tuesday, April 25, was
given by Thiry. Bellec claims that the decision
was made on April 23, because of unfavorable
wind conditions expected for April 24.*” How-
ever, another source based on the recollection
of another key witness, Pierre Billaud, has
Thiry, “probably in the morning of the 24th,”
deciding to proceed with the test on April 25.%

The weather was a nontrivial consideration in
Thiry’s calculations and his final decision to test on
April 25 at dawn:

With each day, the temperature was rising on
the site — this part of the Sahara is one of the hot-
test places in the world —and the measurement
instruments were becoming unreliable. There
was a risk that the test would be rendered sci-
entifically useless, so it could not be postponed
too long.** The DAM personnel on the site were
“haunted by the deterioration of operational
conditions due to excessive heat, and wanted
to proceed with the detonation early.”*

To ensure the best optical measurements, and
also because of the heat, French atmospheric
tests in the Sahara had to be conducted at dawn
(the four tests all took place between 6:00 a.m.
and 7:00 a.m.), and technical preparations no
doubt took at least several hours. So, in the
absence of a decision the day before, another 24
hours would be lost.
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* At the same time, another meteorological ele-
ment had to be taken into account when mak-
ing the final decision: wind patterns. Sources
converge to suggest that the forecast for April
24 was unfavorable, but more favorable for
April 254

But there is little doubt that political considerations
were a key factor. Jean Viard, the director of the techni-
cal team, feared that the device could have been used
by Algiers as a bargaining chip against Paris.** This is
supported by the testimony of Bellec, who writes that
concern existed that the rebels could use the device
as an instrument of “blackmail, at least through
the media.”*

The atmosphere at the base during those days
is described in various testimonies as “changing,”
“uncertain,” or “turbulent.” On April 22, news reports
gave the impression that most of Northern Algeria had
passed under the control of the rebels.** A reflection of
the uncertainty reigning on the site is that bulletins
delivered to base personnel quoted both the state-
ments provided by Algiers and those sent by Paris.*
In the afternoon of April 23, it had been learned that
General Gustave Mentré, commander of the French
forces in the Sahara region, had sided with the rebels;
he put additional pressure on Thiry to refrain from
testing the device.* Mentré’s Algiers-based command
issued orders to the effect that all units in the region —
including the CSEM —obey Challe’s orders.”” Thus,
Thiry hesitated. Billaud suggests that, at this point,
he may have used the unfavorable weather forecast
as a pretext for waiting to see where, so to speak, the
political winds were blowing.*®
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Uncertainties about the Loyalties of On-site Troops.

Another element was in play. There were doubts
about the loyalty of the on-site military units, and some
of them “more or less openly advertised their sympa-
thy with the rebellion.”# It was rumored on the base
that some of the units had been relocated to the Sahara
because of their sympathy for the cause of “Algérie
francaise.”*® A total of 424 soldiers had been sent to
Reggan for a military exercise to take place during the
test.”® Colonel Celerier, head of the CSEM, decided to
have the armored forces stationed for a long duration
under the desert sun in the disguise of an exercise. The
uncertainty about the loyalty of some elements on the
base played both ways: not proceeding with the test
for fear of a fight on the base, or proceeding with the
test as quickly as possible to get rid of the device.

Viard and other CEA personnel on the site urged
Thiry to proceed with the test for both weather and
security reasons.”” Billaud recounts that the Elysée
intervened twice to hasten the test, obviously, accord-
ing to him, for political reasons.”® In normal times,
only one “green light” was needed from the Elysée.
It is unknown whether the Paris authorities, who had
cracked the code used by the rebels for their radio com-
munications, were aware of Challe’s call to Thiry.>*

On Monday, April 24, Celerier still feared an action
by the armored units, who the night before had hailed
the news of a possible coup in Paris itself.”® Accord-
ing to Abramovici, this consideration was paramount
in the decision to test as quickly as possible.” If one
assumes that the decision to test on the morning of
April 25 had not yet been confirmed, it is certain at
that point (on April 24) that it was.
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Early in the afternoon, soldiers participating in the
exercise were ordered to take their positions near the
ground zero site near Hamoudia.”” In the evening, the
base personnel were informed that the test would take
place the next morning.™

In an episode that seems more of a Mel Brooks par-
ody than a James Bond movie, when it came to trans-
porting the device to the tower some 50 km away,
Jean Viard decided to have the heavily guarded offi-
cial convoy leave without anything on board, while a
CEA engineer, Pierre Thierry, transported the phys-
ics package in his modest 2CV (deux chevaux) car.”
But the weather conditions then took a bad turn, with
sand winds blowing all over the testing grounds.®

The Test (Tuesday, April 25).

At 3:00 a.m. on April 25, communications with
Algiers were cut off by Reggan in order to ensure that
the news of the test would be announced by Paris
and not by the rebels.®" At 6:05, the device was deto-
nated. The test was immediately made public by Paris
through a bland government communiqué that made
no reference to the most particular circumstances
under which it was done.®

In Algiers, the Sahara command of General Mentré
continued to send telexes to his troops, urging them to
support the coup.® But that same morning, unknown
to base personnel, Mentré met with Challe in Algiers
and came out of the meeting convinced that the putsch
was doomed. He flew to the base on the evening of the
same day —not to seize control of it, but to hide him-
self from Paris.® Two hours later, at 11:00 p.m., it was
announced at the base that the coup had failed.®
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Unknown to the Reggan loyalists, the coup had in
fact failed the previous night, just as they were getting
ready for the final countdown: In Algiers, around 2:00
a.m., the four generals had decided to give up and had
separated.®

Evidence Behind the “Political” Nature
of the Timing.

There is little doubt that the timing of the test was at
least partly political. In addition to de Gaulle’s orders,
various testimonies mentioned above concur that con-
cern was high among the military and civilian leader-
ship at the site. One of the main figures of the French
nuclear program, Yves Rocard, writes that the deci-
sion was meant to “clean the site of any atomic bomb
and divert the rebellion’s attention away from it.”¢
Likewise, the CEA engineer in charge of the device,
Pierre Billaud, says that “political circumstances” dic-
tated of the decision to test on April 25. Moreover,
the change in weather conditions (the sand winds) did
not deter Thiry from giving the final go-ahead.

The yield of the device provides another clue. Var-
ious official sources refer merely to a yield of less than
five kilotons, the same vague characterization as that
of the two previous tests (Gerboise blanche and Ger-
boise rouge).” It seems clear, however, that the test
was a partial failure. But there is no evidence behind
Brennan’s 1968 anonymous source’s assertion that the
device had been “optimized” to ensure detonation
even if it meant a lower yield.” The official report for
the CEA activities of 1961 is unusually modest regard-
ing the results of Gerboise verte, an indication of the
fact that they were somewhat disappointing.” An
early account suggested a yield of less than one kilo-
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ton.”? The unpublished memoirs of Pierre Billaud state
that the delivered energy was 5 percent of what had
been planned, and put the yield at 0.7 kiloton instead
of the anticipated 15 kilotons.” There is, in fact, some
uncertainty at the CEA itself about the yield delivered
(probably due to the fact that weather conditions pre-
cluded a precise measurement). A classified report
gives several different values, ranging from 0.7 to 1.2
kilotons —for an anticipated yield of 6 to 18 kilotons.”™

An additional element in support of the fact that
Gerboise verte was a partial fizzle is the high residual
activity of Pu239 and Pu240 on the site, which were
estimated in 2005 as being much higher than the activ-
ity stemming from the two previous tests (which were
also of low energy).”

According to several testimonies, the reason
behind this failure is that the neutron initiation of the
fission reaction failed to take place properly.”® One
of the main goals of Gerboise verte was to test a new
implosion architecture and a new architecture of the
physics package, allowing for better safety.”” Two
different explanations exist about what exactly took
place, but they complement each other and support,
each in its own way, the hypothesis of a hasty —and
thus political —decision to test. According to P6, the
final preparation of the device, as far as the neutron
initiation was concerned, had not yet taken place in
Reggan when the order to test was given by Paris.”
As mentioned above, before the coup the CEA had
moved the planned date of the test to May 1 because
the device was not ready. According to Pierre Bil-
laud —who was in charge of the test — the weather was
the main culprit: Because of the heat and strong sand
winds, the neutron flux was delivered 5 micro-seconds
too early, which explains the low yield delivered.” As
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stated above, the atmospheric conditions unexpect-
edly turned bad the day before or the night preceding
the test. In normal circumstances, says Billaud, the test
should have been postponed.®’ Thiry had the author-
ity to stop the process, but he did not do it.

To sum up, orders from Paris, uncertain political
conditions on the base, and the increasing heat in the
region pushed for a test as soon as possible. These
factors prevailed against orders from Algiers. Unex-
pected sand winds, which endangered the scientific
value of the test, were not enough for Thiry to reverse
his decision.

What Did the Loyalists Seek?

What did de Gaulle seek in moving forward the
date of the test? Was it really to avoid the capture of
the weapon, as stated in the Brennan article?

In fact, available evidence overwhelmingly sug-
gests that moving the date was to make a symbolic
show of authority in the eyes of the French popula-
tion, the armed forces, and the world. Several sources
converge in this regard. One is an early and well-
informed account of the coup.®’ The others are three
key witnesses who were close to de Gaulle and were
interviewed by Abramovici in the 1990s for his book.
According to then-Defense Minister Pierre Messmer,
de Gaulle sought to “give a lesson to the rebels” and
“send a message to the rest of the world.” Colonel
Pierre Dabezies, who was then an assistant to Mess-
mer, said that de Gaulle’s purpose was to “show who
the boss was.” Bernard Tricot, then an assistant to the
president, remembers that de Gaulle “wanted to send
amessage to Algiers. He requested the shot to be made
earlier than planned so that it was made clear that
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France never abdicated.”®> Logic also supports this
thesis. Had de Gaulle feared a capture of the weapon,
he would have ordered the device to be scuttled and
the test to take place immediately.®> The fact that the
military exercises scheduled during the test, as well as
simultaneous “cold” nuclear experiments, took place
as originally planned, is another clue that the process
was hasty but not hurried.

However, Thiry’s “tactical” decision to test on
Tuesday, April 25, and maintain it despite last-min-
ute unfavorable wind conditions was at least partly
driven by on-site security considerations (the fear
of a capture), though increasing heat on the site was
also a factor. If so, one question remains: If security
was uncertain and the weather was getting hotter and
hotter, why did Thiry decide that the test would take
place only on Tuesday, April 25, and not on Monday,
April 24, since he apparently had the authority to do
so, and was requested to test as early as possible, on
or after April 24? There are two possible explanations.
First, the winds were not expected to be favorable in
the early hours of April 24 (an explanation consistent
with the CEA document and Bellec’s testimony). Sec-
ond, Thiry may still have been uncertain about his
political loyalties during the whole day of Sunday,
April 23 (an explanation consistent with Bendjebbar’s
account, based on Billaud’s testimony).*> These two
explanations are not incompatible.

Whatever the reality, what Paris had sought to
convey is that it was business as usual that day, Tues-
day 25, 1961, at the Reggan test site.®
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The Aftermath.

The coup ended rather quickly. In the evening of
April 23, de Gaulle made a major speech on television,
and the government mobilized the population in sup-
port of the Paris authorities. He resorted to Article 16
of the new constitution, giving him full powers—in
effect, a form of legal counter-coup.” Faced with lim-
ited support in Algeria and even less in the metropoli-
tan territory, the generals gave up during the night of
April 24-25. De Gaulle had been right: The coup had
lasted 3 days. In the end, the nuclear event of 1961
appears as the perfect symbol of de Gaulle’s consoli-
dation of power. For beyond its security and diplo-
matic value, the nuclear program was also, to some
extent, an instrument to control the armed forces.3®

It is interesting to note, in this regard, that two of
the leaders of the 1961 coup, Generals Salan and Jou-
haud, were vocal opponents to the nuclear program.*
While they might not have guessed that nuclear weap-
ons were going to consolidate the primacy of the poli-
ticians over the military, they perfectly understood
that de Gaulle’s priorities —building an independent
deterrent and withdrawing from the NATO inte-
grated military command — conflicted with an endur-
ing, politically and financially costly “pacification”
operation in Algeria.” De Gaulle’s historical speech of
November 3, 1959, to the armed forces had heralded
the withdrawal from the NATO integrated command
and drawn the contours of a new defense policy, with-
out once mentioning Algeria; what he had hoped for
that day was to stir patriotism and encourage French
soldiers to think beyond their obsession with what
was then called the “pacification” of Algeria.” It was,
as a historian put it, “either Algeria or the Bomb.”*
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The choice, for de Gaulle, was “trading Algiers for
Mururoa,” as another one writes.”

The 1961 event is also connected in several respects
to the decision taken less than a year later to propose
the popular election of the President of the Repub-
lic (who was until then elected by a college of 81,000
elected officials). First, a direct election would shelter
de Gaulle against another attempted military coup —
or any other form of sudden eviction from power. Sec-
ond, one of the reasons behind the 1962 reform was
the legitimacy de Gaulle believed he needed to have
the sole authority over the employment of nuclear
weapons.**

The Evian Agreements for the independence of
Algeria were signed in March 1962. They stipulated
that France would continue to use the Sahara as a
nuclear testing ground for 5 years.

QUESTIONS

So, was there ever an actual risk of the device being
put under the control of the rebels? If yes, could they
have used it in any way?

Was the Device Ever at Risk?

The way the events unfolded, it seems that the
device was never really at risk of being controlled by
the rebels.” For sure, Thiry hesitated for 24 hours, but
had he refused to test (he could have, and may have
argued that weather conditions were not appropri-
ate), would it have been enough for Algiers to claim
control of the bomb? Moreover, this would not have
changed anything to the outcome of the coup 1 day
later. As far as the insider threat is concerned, there is
no evidence that some of the units present in Reggan
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had the willingness to seize the device, whatever their
personal inclinations regarding the coup. Finally, the
fact that the test took place in the early hours of the
morning, which was standard procedure for technical
reasons, is another indication that there was no clear
and present danger to the security of the device. Had
Thiry’s prime objective been to scuttle it in order to
prevent its capture, and thus disregard the scientific
aspects of the experiment, the test could have taken
place at any time.

There is no evidence either that the Algiers gener-
als ever intended to devote the resources needed for a
capture of the device. The control of the Sahara, with
its vast oil riches and the presence of a nuclear test-
ing and missile proving grounds, would have been
an important strategic objective for any power seek-
ing to establish itself in the French Algerian territo-
ries. However, nothing indicates that the timing of the
coup depended on the planned test or that the control
of the testing site was a key objective of the rebels. The
question of the fate of the R1 device was probably dis-
cussed by Algiers as an afterthought, an opportunity
to be seized.” In this respect, the 1961 event is very
different from the 1991 attempted Soviet coup, when
control of nuclear weapons was a central point.”

Would It Have Been Possible for the Generals
to Take Control of the Device by Force?

If the generals had decided that the device was a
key objective, an option would have been for them to
ask some of the military forces in Reggan to capture
it. As stated, some of the on-site military personnel
were clearly sympathetic to the cause of the generals.*”
However, this could have meant a bloody and uncer-
tain battle at the base itself. Moreover, one would
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have to assume that these units had direct means of
communication with Algiers.

Another option would have been for Algiers to
organize a dedicated operation to seize the whole test-
ing grounds by force. As stated, the Reggan base was
operationally under the control of Paris but organically
depended on Algiers for its supplies, which came by
air.”” However, the success of such a move would have
meant a significant diversion of rare military resources
by the rebels, flying forces—say, one regiment of
1,000-1,500 men —about 1,000 miles south of the coast.
(The six regiments that the rebels could count on were
needed to control the main coastal cities.) Security at
the base was not heavy: Dedicated forces apparently
included only a company of soldiers and one platoon
of gendarmes (as well as another company in Adrar,
some 50 km away from Reggan).'® The security cul-
ture was said to be rather lax (probably because the
isolation of the site was its first line of defense).’”* But
here, too, such an attack would have meant the risk of
fighting at the base itself.!*

Moreover, the rebels would not necessarily have
known whether the elements of the device were
stored in Reggan or already transported to the testing
grounds. In Reggan, the physics package and the con-
ventional explosives were stored in different locations,
at a distance of 200 to 300 meters from each other. The
operation would not have been a simple one.'® Thus,
even if the control of the base had been a key objective,
by far the best option for the rebels would have been
to wait for the coup to succeed and have most of the
French forces present in Algeria—including those at
the testing site—be under their command.'™ There is
not much the CEA experts could have done against
that, except, maybe, to sabotage elements of the device
to render it inoperable.
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If They Had, Could They Have Used the Device?

Even if the rebels had been able to get hold of a
functional device, either physically by force or legally
by succeeding in their enterprise, they would hardly
have been able to use it as a weapon had they wanted
to.!® Assembly was planned to be made by an auto-
mated process; a new mechanism would have had to
be designed. This automated assembly mechanism
was located in the testing tower itself near Ham-
oudia, some 50 km away from the storage areas (see
Figure 2-2). The key to initiate the mechanism was
under military control.'® Also, R1 was a device, not
a weapon: Even if assembled, it was not meant to be
transported and detonated at will.'"” Thus, the rebels
would also have had to design a new mechanism for its
remote detonation.

# BLANCHE

Figure 2-2. The Location of the Four French Tests
in Reggan.
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More realistically, the control by the rebels of the
elements of the device would have been an instrument
of political blackmail —as many on the base feared — or
more simply and more likely, a testimony of their con-
trol over the most potent symbol of French power.!®
According to Pierre Billaud, General Challe’s counter-
order to Thiry was probably meant to “affirm his con-
trol over the Sahara.”'® Just imagine the Paris media
announcing, “The rebels have the Bomb!” It would
have been, in a sense, poetic justice: the ultimate
revenge of the generals against de Gaulle.""® Whether
this would have affected the outcome of the coup in
any way remains open to speculation.'!

LESSONS

How much and how far is this episode worth
using in support of the idea that nuclear terrorism
is a real danger? Can any parallels be drawn with
the foreseeable evolution of contemporary nuclear-
capable states?

Lessons that can be learned from this episode
include the following;:

* The possibility of a nuclear device falling
into unauthorized hands (either physically or
legally) is not a far-fetched scenario. The very
case of France presents other interesting hypoth-
eses. If de Gaulle had not come to power, and
the previous regime had completely collapsed
in the years 1958 to 1960, control of the first
French device by the armed forces, for instance,
could have been an important political stake.
Also, given that the 1962 Evian Agreements
allowed France to continue nuclear testing on
its Algerian territory for 5 years, which it did
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until 1966, tensions with Paris could have led
the Algerian authorities to attempt to seize a
device as a bargaining tool (or even perhaps as
a short cut to nuclear status).!*?

The control of nonweaponized devices can
become a key political objective for competing
armed factions in a situation of political insta-
bility. This could happen in countries such as
Iran, North Korea, Pakistan, and China. Indeed,
particularly interesting scenarios include a
secessionist movement in the restless regions
of Baluchistan or Turkestan, which respectively
host Pakistan and China’s testing sites.

At the same time, a scenario such as the one
in 1961 is more likely to happen in an emerg-
ing nuclear-capable state with a nascent pro-
gram and rudimentary means than in a mature
nuclear power such as China. Hypothetical
future nuclear-armed countries such as Iran,
Egypt, and Saudi Arabia could also present
risks of dangerous scenarios in case of domes-
tic political turmoil. Iran and Egypt, in particu-
lar, would deserve special attention, given the
importance of armed forces in their respective
political systems.

An interesting question is whether and how
much the technical context would make a dif-
ference. Technology diffusion (as well as a
greater global sensitivity to nuclear surety
concerns) suggests that security of devices
and installations such as testing sites, as well
as communications between authorities and
nuclear installations, could be much better in,
say, Iran in 2021 than what they were in France
in 1961. For the same reason, contrary to what
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happened in 1961, several countries would be
able to follow the events in real time by satellite
means, and possibly influence the crisis.

* Complex command arrangements for military
nuclear activities can prove to be problematic
in crisis situations, creating legitimacy conflicts
or uncertainties about who controls various
nuclear commands and institutions.'* The per-
sonal role of key leaders can make a difference
(in this case, that of de Gaulle in Paris and Thiry
in Reggan).

* Nuclear weapons can become instrumental
in the consolidation of the primacy of civilian
power over the military, the primacy of the
executive over the legislative branch, and the
popular legitimacy of the head of the state.
What happened in France was, in a sense, the
reverse of what happened later in Pakistan,
where control of nuclear weapons reinforced
the armed forces” primacy over the civilians.
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CHAPTER 3

SECURING NUCLEAR ARSENALS:
A CHINESE CASE STUDY

Mark A. Stokes
INTRODUCTION

Nuclear warhead stockpile security has long been
a concern of the major powers. Of particular concern
is the potential theft of nuclear warheads and associ-
ated materials, or a breakdown in command and con-
trol authority over their use during periods of domes-
tic instability. Since the inception of its program in
the 1950s, the Chinese Communist Party (CCP) has
granted nuclear warheads special political signifi-
cance. The value of nuclear weapons resides not only
in their international deterrent/coercive significance,
but also in the domestic power and political legitimacy
that a faction enjoys with control over the means of
mass destruction. Domestic instability in the People’s
Republic of China (PRC) during the initial stages of
nuclear warhead production could serve as an illustra-
tion of how one nuclear power has absorbed lessons
from threats to the security of a warhead stockpile.

China’s Great Proletarian Cultural Revolu-
tion, which began in 1966 and ended by 1976, is the
prominent case in which political instability could
have resulted in the loss of control of China’s limited
nuclear weapons stockpile. The domestic chaos that
characterized this period coincided with a signifi-
cant deterioration of relations with the former Soviet
Union. Perceived domestic and external threats likely
shaped the highly centralized approach to securing the
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national nuclear warhead stockpile that the Chinese
People’s Liberation Army (PLA) continues to employ
until today.

During the initial stages of China’s program, its
system of storage and handling nuclear warheads was
relatively integrated with its civilian nuclear research
and development (R&D) and production complex.
Concerns over domestic stability and external threats
to China’s initial nuclear capabilities contributed
toward the institutionalization of a highly centralized
storage and handling system involving strict politi-
cal control through the Central Military Commission
(CMCQ), rather than the General Staff Department
(GSD). The power of the CMC stems from its political
subordination to the CCP Central Committee, rather
than to legal state authority.

Furthermore, the experience of the Cultural Revo-
lution may have contributed to a relative emphasis on
security over operational effectiveness that has char-
acterized China’s nuclear strategy until today. Since
the production of China’s first nuclear device in 1964,
warheads have been managed in peacetime through
an independent organization, known as 22 Base,
which is separate and distinct from operational mis-
sile bases and subordinate launch brigades. From the
time of China’s initial production of a nuclear device
in 1964 until 1979, 22 Base, subordinate to the PLA’s
National Defense Science and Technology Commis-
sion, exercised control over the country’s nuclear
warhead stockpile. The organizations responsible for
the means of delivery, primarily the Second Artillery
Corps and to a lesser extent the PLA Air Force, exer-
cised no peacetime control over the nuclear weapons
stockpile. It was not until after the political chaos of the
Cultural Revolution subsided that the CMC directed
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the 22 Base’s subordination under the Second Artillery
Corps. However, even then, security considerations
remained paramount. Within the Second Artillery, an
organizational structure that maintained a clear divi-
sion between the management of the nuclear warhead
stockpile and missile operations was established and
maintained until today.

Based on limited historical data, this case study
outlines the potential effects that the domestic politi-
cal instability the Cultural Revolution had on the
security of China’s nuclear weapon inventory during
its initial stages. The case study begins with an over-
view of China’s early plans for its warhead storage
and handling system, then addresses the chaos of the
Cultural Revolution and how security considerations
may have led to a decision to move storage functions
to the Qinling Mountain area south of the Shaanxi city
of Baoji and west of the historic city of Xian. While the
literature to date has highlighted the role of defense
industrial scientists and engineers, little attention has
been given to key PLA personnel responsible for the
security aspects of the program. The case study then
examines how the turmoil of the Cultural Revolution
may have influenced the PLA’s current system of war-
head storage and handling.

ESTABLISHMENT OF CHINA'’S INITIAL
WARHEAD STORAGE AND HANDLING
FACILITY

An examination of PLA units and senior officers
responsible for the formation of China’s warhead stor-
age and handling system begins with Jia Qianrui [5{
ki), Hong Youdao [#t471&], and Yao Shumei [#k+15
#]. The National Defense Science and Technology
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Commission units supporting the nuclear program
included 20 Base in Jiuquan, Gansu province; 21 Base
in Lop Nor, Xinjiang province; and 22 Base near Hai-
yan, Qinghai province. Base 22 was assigned responsi-
bility for warhead storage and handling. In 1958, Mao
Zedong commissioned a little known infantry school
based in Shangqiu, Henan Province, to survey sites for
missile and nuclear warhead testing and storage. The
Shanggiu Infantry School commandant Major General
Jia Qianrui [ % ¥z%fi] and student affairs director Hong
Youdao were responsible for the warhead storage
site survey, with the former eventually becoming the
father of China’s warhead security.

The regiment under 22 Base responsible for secu-
rity of the 221 Factory was the 8126 Unit, with the
8122 Unit responsible for warhead storage. Originally
under direct supervision of the CMC, the storage facil-
ity was near a village known as Shangwuzhuang [ -
T.E], which may now host the 56 Base’s warhead
storage regiment.' The first storage tunnel reportedly
was completed in 1964, the same year as China’s first
nuclear test, and subordinated to the National Defense
Science Commission in 1965. The political commissar
during the 22 Base’s formative years was Yao Shumei,
who served in the position until the base’s subordina-
tion to the Second Artillery in 1979.2

THE CULTURAL REVOLUTION AND NUCLEAR
WARHEAD SECURITY

The PRC’s modern system for storage and handling
of nuclear weapons was shaped by the events of the
Cultural Revolution. A key event in nuclear warhead
security was the “223 Incident,” an uprising in Feb-
ruary 1967 in Qinghai Province, the center of nuclear
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weapon R&D and location of initial storage facilities.
The Cultural Revolution and concerns over compet-
ing loyalties within the PLA affected China’s nuclear
weapons program and, more specifically, warhead
storage and handling.

The Cultural Revolution was launched by CCP
Chairman Mao Zedong, ostensibly to broaden and
deepen Socialist goals. However, Mao appeared intent
upon consolidating his power in the wake of failed
economic policies under the Great Leap Forward and
silencing critics within the leadership. Among the
most prominent of Mao's targets included Liu Shaogqi,
Deng Xiaoping, and eventually Defense Minister Lin
Biao, Mao’s chosen successor. In May 1966, Mao called
for removing “revisionists” through class struggle and
appealed to youthful Red Guards, revolutionary fac-
tions within industry and other societal organizations.
By early-1967, Mao’s senior staff directed the Cultural
Revolution to be extended into the PLA, enforced in
large part by political commissars within the PLA and
encouraged by Minister of Public Security Xie Fuzhi.
The formal phase of the Cultural Revolution ended
in 1969, but purges continued until the death of the
military leader Lin Biao in 1971. Political instability
continued until Mao’s death in 1976.

The Cultural Revolution had direct effects on
China’s nuclear weapons complex during its infant
stage of development. In September 1966, engineers
within the nuclear weapons program, specifically,
the China Academy of Engineering Physics (CAEP,
or “Ninth Academy”) 221 Factory near the Qinghai
town of Haiyan, split into rival factions, one support-
ing more radical elements of the Cultural Revolu-
tion. In October 1966, the newly established Second
Artillery Corps, inspired by radical calls to acceler-
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ate the nuclear weapons program, conducted a risky
test of a Dongfeng-2 medium-range ballistic missile
(MRBM) equipped with a 12kt nuclear device. The
missile and its nuclear payload overflew populated
areas between Gansu and its landing zone in western
Xinjiang Province.

Red Guards advanced the cause of nuclear weap-
ons, explicitly suggesting a linkage between the
creative force of radicalism and that unleashed by
the atomic bomb. Although the device detonated as
planned, the test demonstrated the lack of an effective
command and control system at the time. By conduct-
ing what appeared to some as an unauthorized test
by the Second Artillery within the confines of China,
the test appeared to raise the frightening prospect
of an unauthorized launch against one of China’s
neighbors. To quote Nie Rongzhen, the leader of the
nuclear weapons program and ostensibly under pres-
sure from radical elements within the party, “It was a
somewhat risky assignment, because if by any chance
the nuclear warhead exploded prematurely, fell after
it was launched, or went beyond the designated tar-
get area, the consequences would be too ghastly
to contemplate.”?

By January 1967, internal strife intensified, lead-
ing to attempts at a forcible takeover of the program.
One radical group from a key military institute in
Harbin, led by Mao Zedong’s nephew (Mao Yuanxin),
attempted a forcible occupation of nuclear facilities,
but was intercepted upon orders from Nie Rongzhen.
In February, Xinjiang Military Region Commander
Wang Enmao threatened to forcibly take control over
Base 21 at Lop Nur if Mao did not act to restrain the
Red Guards. In Qinghai, a radical faction within the
221 Factory accused leaders of revisionism, and par-
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ticipated in the occupation of Qinghai Province’s pri-
mary newspaper building in Xining. On February 23,
1967, Beijing authorized military control of newspa-
pers and radio stations and ordered the Qinghai Mili-
tary District Commander, Liu Xianquan, to occupy
the provincial newspaper, Qinghai Daily, which had
been taken over by Red Guards. Liu Xianquan's
Deputy Commander, Zhao Yongfu, used armed force
when seizing the building, killing 169 civilians and
injuring 178. Known as the “223 Incident,” the crack-
down spread throughout other parts of the city the
following day, with a dozen casualties at the Qinghai
Ethnic College.*

On March 5, 1967, Premier Zhou Enlai, at the urg-
ing of CMC Vice Chairman Nie Rongzhen [&:7R¥5],
authorized martial law in Qinghai, and assigned the
PLA to take control of the 221 Factory. Jia Qianrui was
placed in charge of a five-member committee to over-
see the joint military command responsible for enforc-
ing martial law.> After 3 months, the situation was
sufficiently stable for the test of China’s first hydrogen
bomb on June 17, 1967. However, localized fighting
between Red Guard elements and PLA operational
units continued across the country through the sum-
mer of 1967. PLA officers gradually became the domi-
nant component of the CCP Politburo and assumed
leadership positions in most of China’s provinces.

While insufficient information exists to determine
the specific factors influencing the decision, senior
leaders in Beijing directed preparations for relocating
production and storage to more secure areas inside
China’s interior shortly after the 223 Incident. By 1969,
Jia Qianrui and Hong Youdao initiated the relocation
of the 22 Base’s central nuclear warhead storage func-
tions to Taibai County, Shaanxi Province.
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A number of factors may have led to the move.
First, Taibai County may have been designated as the
ultimate location of China’s nuclear weapons stockpile
as early as 1958. Taibai County had been identified as
a candidate reserve storage site in the 1958 survey,
and this may have been a factor in the establishment
of Taibai County in the early-1960s. Taibai Mountain
is the highest peak in China east of its three western-
most provinces of Tibet, Qinghai, and Xinjiang. Taibai
Mountain reaches 3,767 meters (12,358 feet) in height,
and is formed of large granite rock.

Details regarding construction of the Taibai tunnel
complex are unavailable at the current time. However,
construction of underground facilities in Taibai County
coincided with a PLA Rail Corps project to construct
a railway linking Baoji with Chengdu and a third
line of nuclear production facilities near Mianyang
in the late-1950s and early-1960s. The Baoji-Chengdu
Railway was completed in 1961, although work con-
tinued throughout the 1960s to electrify the system.
The Baoji-Chengdu line was considered a major feat,
not only because it was China’s first electric rail, but
because of the tunnels that sliced through the Qinling
mountains south of Baoji. Of most significance was
a 2.3-km tunnel passing through Qinling Mountain
and a series of spiral tunnels just southwest of Baoji,
the largest city near the Taibai complex. The rail also
supported a major ballistic missile engine and compo-
nent research, development, and production complex,
known as the 067 Base, which was established in 1965
in the mountainous county adjacent to Taibai.

A second explanation could be concerns over the
relative proximity to the industrial complex that was
the source of unrest and the possibility of nuclear
warheads falling into unauthorized hands. Located in
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deep mountain valleys, the Taibai underground com-
plex has been equipped with an advanced physical
protection system. In addition to a battalion dedicated
to perimeter security, security measures have become
increasingly sophisticated, including real-time video
monitoring, infrared security, computerized warhead
accounting systems, temperature and humidity con-
trols, firefighting equipment, fingerprint and other
access control, and advanced communications linking
sites within the complex. Since its establishment dur-
ing the Cultural Revolution, the command center in
the area of Taibai appears to serve as the operational
hub of the 22 Base’s warhead storage and handling
system. Known as the Hongling Command Cell, the
watch center likely is co-located with a storage facil-
ity, and overseen by one of the 22 Base’s deputy chiefs
of staff. One recent PLA Daily article indicated that
Second Artillery underground storage facilities may
double as reserve operational command centers. ¢

Another possible explanation for the move is the
deterioration of relations with the Soviet Union in
1969, and concerns over the possibility of a Soviet
strike against China’s nuclear weapons complex.’”
Situated farther away from the Soviet border, Taibai
County likely was considered more survivable than
Qinghai. In addition, a larger facility may have been
required to facilitate the growth in delivery platforms
and initial operational capability of the DF-2 (CSS-1),
which was initially tested in 1966.

Regardless, the Cultural Revolution and national
political turmoil that could have affected control over
the nuclear warhead stockpile came to a head in 1969.
Since 1967, Mao had increasingly relied upon the PLA
to re-establish order and consolidate his continued
control over the party. Claiming the need to be pre-
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pared for a potential Soviet attack, Lin Biao, defense
minister and anointed successor to Mao in April 1969,
issued an independent order to move the PLA into a
higher state of readiness on October 18, 1969, ostensi-
bly without clearance from Mao. The move, viewed as
tantamount to a coup, infuriated Mao, who had relied
heavily on the PLA as a guarantor of his position. Any
move to take control of nuclear weapons and leverage
their political value as the basis for usurping Mao’s
power may have been a disturbing prospect. The
ensuing political competition between Mao and Lin
Biao ended when Lin was killed in a plane crash in
Mongolia in September 1971.

CHINA’S NUCLEAR WARHEAD STORAGE AND
HANDLING SYSTEM TODAY

China’s nuclear weapons program had a power-
ful patriotic, political, and revolutionary appeal dur-
ing the opening phase of the Cultural Revolution. In
order to salvage the program from the political chaos
of the time, Zhou Enlai and Nie Rongzhen relied heav-
ily upon isolation of 22 Base from other parts of the
PLA, even the force responsible for ballistic delivery
of nuclear weapons (the Second Artillery Corps). A
premium was placed on political integrity and loyalty.

Political upheaval in China, at least on the scale
similar to the Cultural Revolution, is unlikely, yet
possible. The Cultural Revolution shaped China’s
approach to nuclear warhead storage and handling,
including extraordinarily stringent personnel reli-
ability standards, direct reporting to CMC authority
(especially the civilian Chairman and Vice Chairman)
rather than General Staff Department, and continued
centralization of nuclear warhead storage.

74



Since its relocation to Taibai and subordination to
the Second Artillery in 1979, the 22 Base has contin-
ued to serve as the CMC’s custodians for the national
central nuclear warhead stockpile. The base’s mis-
sion includes warhead reliability and safety; storing
and transporting warhead components; training mis-
sile base personnel in warhead storage, maintenance,
assembly, and mating; maintaining a support infra-
structure for warhead management; and operating a
communications system that supports its mission.

Each of the Second Artillery’s six army-level mis-
sile bases replicates 22 Base functions on a smaller and
perhaps modified scale. Missile bases, separate and
distinct from 22 Base, possess only a limited number
of warheads at any given time. The emphasis on cen-
tralized security, a legacy of the Cultural Revolution,
makes the mobility of nuclear warheads critical to the
Second Artillery’s nuclear deterrent and warfighting
capability. A separate regiment under the 22 Base is
responsible for circulating warheads back and forth
between the central storage complex in Taibai and
six smaller storage facilities subordinate to each mis-
sile base. Only a relatively small handful of warheads
appear to be maintained ateach base’s storage regiment
for any extended period of time.® Given the Second
Artillery’s high degree of reliance on the nation’s rail
and highway system for its nuclear deterrent, a failure
in the transport network is cause for concern. Trans-
fer units conduct armed escort missions and rely on
dedicated communications and surveillance networks
for security.’

Although the Taibai nuclear warhead facility
has existed for 40 years, Second Artillery engineer-
ing units have been engaged in a national engineer-
ing project in the Qinling Mountain region between
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Taibai and the western foothills adjacent to Tianshui
City (Gansu Province) over the past 10 to 15 years.
The storage complex is supported by a Second Artil-
lery civil engineering regiment subordinate to the 308
Engineering Command, based south of Taibai in the
city of Hanzhong, and by an installation engineering
group in Luoyang. At least one 22 Base study implied
a requirement for upgrades to older underground
facilities for health reasons. Other engineering proj-
ects also have been taking place in the area.

Because of their extremely destructive nature,
nuclear warheads require strict safety, reliability, and
security measures to guarantee that they are never
accidently or intentionally detonated without the
authorization of the most senior political authorities.'
Along these lines, the 22 Base bears the responsibil-
ity for engineering analysis and environmental testing
to ensure the safety and reliability of China’s nuclear
weapon stockpile. The reliability and safety of nuclear
warheads and materials have become sensitive issues
in Chinese politics. Veterans from four units associated
with the testing, storage, and maintenance of nuclear
warheads in the 1960s and 1970s have submitted legal
claims to the government related to radiation-linked
health problems." Located in Taibai County, the 22
Base’s training regiment appears to train not only base
personnel, but also the missile base warhead units."

Today, the specific regimental-sized organization
under the 22 Base’s authority that is responsible for
warhead reliability and safety is the 96411 Unit, also
known as the “Equipment Inspection Institute.” Since
at least 2005, the institute has focused on improving
its warhead surveillance capabilities. Engineers regu-
larly “pulse” components inside the 22 Base storage
complex to ensure safety and reliability."® The insti-
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tute also works with the China Aerospace Science
and Technology Corporation (CASC) and PLA Gen-
eral Armaments Department (GAD) warhead-related
laboratories housed in CAEP facilities.'* In the past, 22
Base engineers have worked with their CAEP counter-
parts to extend the service life of warheads associated
with DF-2 (CSS-1), DF-4 (CSS-3), and DF-5 (CSS-4)
ballistic missiles.'

Furthermore, since the end of the Cultural Revolu-
tion, the CMC has had a dedicated command, control,
and communications network for warhead manage-
ment and directing nuclear strikes. It is unknown
if the 22 Base communications regiment is respon-
sible for only internal communications related to
central storage and handling or if it plays a role in
the overall command and control for China’s nuclear
operations.

CONCLUSION

A preliminary examination of the 1967-69 crisis
within the nuclear industry and political-military sys-
tem more broadly indicates that the Cultural Revo-
lution shaped Beijing’s contemporary approach to
nuclear warhead storage and handling. With the bulk
of its nuclear warhead stockpile nestled deep in secure
mountain palaces, the 22 Base’s physical protection
system appears to be founded upon more than “guns,
gates, and guards.” The legacy of the Cultural Revolu-
tion may have influenced the establishment of one of
the most secure warhead stockpile in the world. How-
ever, any stockpile is only as secure as the broader
political system that it supports. No amount of physi-
cal security can shelter a nuclear arsenal from politi-
cal chaos at the highest levels of government. Beyond
this, the centralization of the stockpile forces man-
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agers to rely heavily on the nation’s rail system and
other means of transportation. With warheads most
vulnerable to theft or accident during transportation,
the system’s reliance on mobility creates opportuni-
ties for incidents and terrorist action.

Based on the experience of chaos during the Cul-
tural Revolution, the CMC prioritizes security and
safety over operational readiness in its nuclear war-
head storage and handling system. A centralized
warhead management system has clear benefits.
One advantage is reduced vulnerability to the loss of
political control over a given region. However, assum-
ing China’s nuclear strategy remains one of minimal
deterrence and retaliation, centralized storage and
handling also can be vulnerable to a disarming first
strike. As a result, China’s warhead storage and han-
dling system is designed to survive a first strike and
retain sufficient operational capability for retaliation.
Deterrence relies upon ambiguity surrounding the
precise locations of the base-level storage facilities and
launch sites and the numbers of warheads maintained
at any given time.

The experience of the Cultural Revolution led
toward the separation of civilian industry and the
storage and handling functions of 22 Base. A cost of
doing so may have been problems with warhead safety
and reliability associated with the lack of follow-up
support after delivery of new warheads to the Sec-
ond Artillery. In a 1991 assessment, Second Artillery
Equipment Department analysts lamented the excess
prioritization of missiles over nuclear warhead stock-
pile management. In addition to inadequate launch
battalion training on live warheads, few engineers
from the Second Artillery unit tasked with stockpile
reliability had hands-on experience in inspecting war-
heads. Analysts have recommended a major program
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to improve China’s nuclear stockpile management,
especially as a new generation of warheads would be
entering the operational inventory.'® In 2006, 22 Base
began contracting with senior warhead designers and
specialists in at least 10 nuclear-related institutions
throughout China, including the CAEP, China Insti-
tute of Atomic Energy, and China Institute of Radia-
tion Protection (CIRP)."”

The legacy of the Cultural Revolution and the rela-
tive emphasis on security over operational effective-
ness could result in self-imposed constraints on the
size of China’s arsenal. The precise size of China’s
nuclear warhead inventory is unknown. However, a
highly centralized system for warhead storage and
handling could lead toward a preference for a smaller
arsenal. The Second Artillery’s missile brigade infra-
structure has expanded significantly over the past 15
to 20 years, including the engineering of an expanded
number of underground facilities supporting missile
brigade operations. A Project 2049 Institute survey of
the specific units responsible for the warhead storage
and handling system offers no clear sign of a signifi-
cant increase in China’s nuclear stockpile.

Finally, the CMC likely has relied on the Second
Artillery as its exclusive custodians of the national
nuclear warhead stockpile. Unlike the Air Force,
Navy, and Military Regions, the Second Artil-
lery reports directly to the party’s CMC rather than
through the General Staff Department. The Chairman
and Vice-Chairman of the CMC have authority due to
their positions within the party, and not necessarily
to senior state positions.

For added security, warheads are mated with mis-
siles assigned to brigades only in elevated readiness
conditions and perhaps, on occasion, for training
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purposes. The Cultural Revolution legacy of central-
izing the storage and handling of nuclear weapons,
as well as the practice of keeping warheads separate
from delivery vehicles, raises questions regarding
a new generation of nuclear submarines that are to
be equipped with a JL-2 submarine-launched ballis-
tic missile that would patrol with armed warheads.
Whether or not 22 Base, and perhaps regional bases,
would manage warheads to be mated with JL-2 mis-
siles for use on Navy Type 094 submarines remains
unknown. In addition, warheads appear to have been
managed separately from China’s civilian fissile mate-
rial protection, control, and accounting system. Who
manages China’s fissile material remains unknown."

Given nuclear warheads’ status as a liability, their
safety and security is a common interest of the United
States and the PRC, and one of the few practical issues
worthy of cooperation between our two defense estab-
lishments through the Cooperative Threat Reduction
(CTR) or other programs. Most public discussion on
nuclear safety and security to date appears limited to
the civil nuclear energy sector, despite efforts to place
the issue on the defense agenda.?
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CHAPTER 4

CONTROLLING SOVIET/RUSSIAN NUCLEAR
WEAPONS IN TIMES OF INSTABILITY

Nikolai Sokov

Had someone suggested during the Cold War that
the Soviet leadership might lose control of its nuclear
arsenal, such an outlandish notion would have been
brushed aside in an instant. Even as the Soviet Union
was sinking ever deeper into economic crisis and polit-
ical turmoil in the late-1980s, one undisputable island
of stability remained — the Soviet nuclear forces.

This island could not remain immune. As the
country was undergoing a complex socio-economic
transition and eventually fell apart, at least three situ-
ations occurred during a relatively short period from
early-1990 to mid-1992, when control over nuclear
weapons could slip from the hands of authorities. At
the same time, one must admit that the system of con-
trol over nuclear weapons and materials was the last
to succumb to general chaos, that chaos affected it less
than other areas, and that control was restored earlier
than in other areas. (By the middle of 1992, the Rus-
sian leadership, by and large, had acquired control of
all Soviet nuclear assets or was firmly on track toward
that goal.) Nonetheless, it was a close call in each of
the three instances.

All three occurred under distinctly different cir-
cumstances and represented distinctly different types
of loss of control. Each case also took a different
amount of time: It was barely a few days each in 1990
and 1991, but in 1992 events gradually unfolded over
several months. Each case offers important lessons for
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averting similar situations in the future and might be
fungible across different countries.

The chapter will also discuss challenges of control-
ling weapons-grade nuclear materials and sensitive
weapons-related technologies. This problem became
a challenge by the mid-1990s, but the first signs had
already emerged in 1992. While the demand for
materials and technologies, both from state entities
and increasingly from nonstate actors, had existed
for a long time, supply began to appear only in the
early-1990s.

TYPES OF LOSS OF CONTROL AND THE
SOVIET/RUSSIAN EXPERIENCE

The possession of nuclear weapons is usually asso-
ciated with power, security, and influence —although
many question exactly how much power, security,
and influence nuclear weapons confer onto their pos-
sessor and whether the burden is worth the benefits —
as well as responsibility. Among the responsibilities
is maintaining control of everything associated with
nuclear weapons —the weapons themselves, delivery
vehicles, fissile and other related materials, technolo-
gies, etc. Of all the varieties of potential crisis situa-
tions, this chapter will primarily address those that
pertain to the “end products” —nuclear weapons
and their delivery vehicles. In a separate section, the
chapter will also address control of weapons-grade
nuclear materials.

The loss of control over nuclear weapons and
delivery vehicles can be grouped into two categories.

1. The loss of physical control: risk that nuclear
weapons might fall into the wrong hands:

* The most obvious concern is the capture of
nuclear weapons by nongovernmental enti-

88



ties, such as terrorist groups or political
movements; and,

* The breakup of a nuclear state, which hap-
pened to the Soviet Union in 1991 and might
happen to other nuclear-weapons states
(NWS) in the future. In that case, it becomes
unclear who has the right to own and con-
trol nuclear weapons. Perhaps the most
dangerous consequence of a breakup of an
NWS is freedom for elements of the military
and civilian personnel in physical control of
nuclear weapons to choose allegiances.

2. The loss of control over use: risk that ele-
ments of the state mechanism with the ultimate right
and responsibility to use nuclear weapons (for exam-
ple, the head of state) might lose these prerogatives:

* The breakdown of the command and con-
trol system: officials authorized to make
decisions cannot convey the order down
the chain. This scenario is dangerous to the
extent that it indicates a broader problem;
moreover, the authority to give a launch
order might pass into the wrong hands;

* The breakdown of the command and control
system: officers in direct control of weapons
acquire the capability to use them without
proper authorization; and,

* The penetration of the command and control
system by unauthorized persons.

From January 1990 to May 1992, the Soviet
Union/Russia encountered at least four out of five
types of loss of control. These happened in three
separate crises:
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1. January 1990: reported attempts by the
“Popular Front” (a type of nongovernmental oppo-
sitional and often nationalistic movement that was
springing up all around the Soviet Union in the late-
1980s) of Azerbaijan to seize tactical nuclear weapons
during violent events in Baku. This case belongs to
type 1 above.

2. August 1991: the failed coup d’état in Mos-
cow. For 3 days it remained unclear who had the
three portable launch control consoles with codes;
later, it became known that they were in the hands of
leaders of the coup (including persons who did not
have the right to control them). This case belongs to
type 3 above.

3. Fall 1991-Spring 1992: breakup of the Soviet
Union. Four out of 15 newly independent states had
nuclear weapons in their territories, and it took sev-
eral months to finalize the decision that Russia would
remain the sole inheritor of the Soviet Union’s nuclear
status. (Ukraine in particular apparently played with
the idea of “going nuclear” until May 1992.) This is a
type 2 situation above.

During that period of uncertainty, immediate
control of nuclear weapons (except for the power to
use them) was delegated to the Strategic Forces of the
Commonwealth —a rather artificial construct made of
part of the Soviet military, which acquired a degree of
autonomy (a situation close to type 4 above). Mean-
while, Ukraine sought to inject itself into the command
and control chain to prevent the Russian leadership
from launching nuclear weapons from its territory (a
type 3 situation above).

Moreover, officers in control of some strategic
delivery vehicles in Ukraine took an oath of allegiance
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to Ukraine, which gave the government of that coun-
try the capability to use these assets, although report-
edly not the capability to arm weapons. That situation
could, with some stretching, classify as type 5 above.

In the end, Russia successfully navigated through
the Scyllas and the Charybdises of this turbulent time.
Control of nuclear weapons was not lost in any of the
three cases, and there is no evidence (although there
were plenty of rumors) that any nuclear weapons were
lost. Yet, most of these cases were close calls, espe-
cially the first and the third. Things could have easily
turned the other way, and this should remain a lesson
to remember. No state that possesses nuclear weapons
or has embarked on the path to nuclear status is guar-
anteed to avoid political and socio-economic turmoil.
Hence, appropriate security measures should be put
in place to prevent a repetition of similar situations
precisely because control of nuclear weapons in each
case hung on a very thin thread, and next time we
might not be as lucky.

The loss of control over weapons-grade materials
can be grouped into two big categories:

1. Material is stolen by outsiders, whether
from facilities in the nuclear weapons complex or
during transportation. This threat is ever-present,
but the probability of such an event dramatically
increased during the last years of the Soviet Union
and especially after its collapse because security sys-
tems (both physical and human) were weakened, and
accounting, which was based exclusively on paper
trails, became less reliable.

2. Material is stolen by an insider(s). This
threat also sharply increased during the last years of
the Soviet Union and immediately after its collapse
because extreme and worsening deprivation (resulting
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from the near-collapse of budget funding and record-
high inflation rates, which reached an estimated 2,200
percent in 1992) combined with new opportunities to
spend money that had not existed before. Since the
system had not been designed for the specific politi-
cal and socio-economic circumstances that emerged
in Russia in the early-1990s, the risk associated with
insider threats radically increased.

The two categories differ by the type of threat and
type of defensive measures that should be taken to pre-
vent loss of control over materials. There can also be
a combination of the two scenarios —outsiders work-
ing in concert with insiders. The case that developed
in 1992 belonged to the second category —an insider
stealing material without a specific buyer in mind.
That case is particularly important, because the loss of
material was found by accident. It served as an early
warning about threats that might appear in the future.

BAKU, 1990: RISK OF A NUCLEAR
NONGOVERNMENT ORGANIZATION

The Caucasus became a hotbed of tension and vio-
lence early into the Perestroika period; that included
Azerbaijan, which saw a major outbreak of violence
as early as 1988 (pogroms in Sumgait). The next flare-
up in Azerbaijan came in January 1990 in Baku, the
capital of the republic.! The opposition was led by the
Popular Front of Azerbaijan; organizations with the
same or a similar name were springing up throughout
the entire Soviet Union in areas dominated by non-
Russian populations. (These included not only the
Soviet periphery — the constituent republics — but also
autonomous regions of the Russian Federation itself.)
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During the 1990s events, the Popular Front of Azer-
baijan reportedly attempted to seize control of nuclear
weapons stored in the territory of that republic.
According to unofficial data, Azerbaijan was home to
four “mobile service and technical units” for nuclear
weapons, which were assigned to air defense.? Report-
edly, Azerbaijan was also host to nuclear-armed tor-
pedoes for the Caspian Sea flotilla.?

The attempts to seize nuclear weapons were per-
petrated by Azeri nationalists commonly referred to
as the Popular Front—a broad and rather amorphous
organization, many of whose members sought to gain
independence for Azerbaijan from the Soviet Union.
Many were Islamists. It should be noted that formal
leaders of the Popular Front did not have full control
of rank-and-file members and subgroups. At the same
time, there also was, by all accounts, a well-organized
core that performed preparatory work, but largely
remained in the shadow.* Leslie and Andrew Cock-
burn specifically point at outspoken nationalist radi-
cal Nimet Panakhov, who was close to the Turkish
Islamic organization “Grey Wolves”; it became famous
for organizing an assassination attempt on Pope John
Paul II. According to the Cockburns, speaking at a
rally in the second half of January 1990, Panakhov
promised the crowd he would take control of Soviet
nuclear weapons.’

Information about events in Azerbaijan is very
sketchy, but apparently there were three incidents,
probably at two locations. According to well-known
Russian journalist Mikhail Khodarenok, nationalists
attacked a “mobile technical unit” in the vicinity of
Baku that belonged to Air Defense Forces. Accord-
ing to Khodarenok, the commander of the unit was
captured and fire was exchanged, but in the end the
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attackers failed to capture the facility or the weapons.®
According to the journalist's account, the unit was
able to defend itself only because it had been ordered
in advance to dig trenches and take other defensive
measures. There is no independent confirmation for
that story, and details remain unknown.

Another incident took place at a military airfield
in the vicinity of Baku involving an apparent attempt
to seize nuclear weapons that were being taken out of
Azerbaijan. It is possible that these were the weapons
from the facility described above. The account below is
based on an interview with an immediate participant;
the interview was given on condition of anonymity in
the summer of 1991. The general outline of events was
additionally confirmed by an independent source that
belonged to a different agency in the fall of 1991.

According to the story told in these interviews, sev-
eral (at least three) Tupolev Tu-22M3 medium bombers
were sent to take weapons on board and relocate them
to the territory of Russia (the sources did not disclose
the destination). As the aircraft were preparing to
leave with the weapons on board, a crowd of civilians
(mostly women, children, and old men) penetrated the
perimeter of the airfield and positioned themselves on
the runway to prevent the takeoff. Shortly after the
beginning of the standoff, the military received infor-
mation that several trucks and/or buses with armed
men were driving toward the airfield.” According to
the source, personnel at the base were certain that an
attempt to seize the nuclear weapons was afoot.

Under the circumstances, the captain of the first
Tu-22M3, who also commanded the entire group,
decided to use an automatic cannon mounted on the
bomber to scare the crowd away. According to the
witness, the cannon “dug up a trench in solid concrete
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that was half a meter deep.” The operator started to
shoot close to the aircraft and gradually lifted the can-
non so that the “trench” moved toward the crowd.
Civilians assembled at the runway were scared and
dispersed. After that, the aircraft immediately took
off, one after another.

Finally, the Cockburns report that an attack on a
naval base at Zuh, where nuclear-armed torpedoes
were stored, took place as well. Fighting ensued and
continued for 24 hours, but the attempt failed.

There are several wuncertainties about these
accounts. First of all, it is not clear whether there were
nuclear-armed torpedoes at the Caspian Sea or, at
least, at Baku —nuclear weapons were intended to be
used by the Soviet Navy against the U.S. Navy, and
the Soviets did not face major enemy naval forces in
the Caspian Sea that would require reliance on nuclear
weapons. The vast majority of sources mention only
nuclear weapons assigned to Air Defense Forces or
the Air Force.

Assuming that there were nuclear weapons
assigned to the Navy, it is unclear whether all the
events took place at the same facility (in which case,
Khodarenok and the Cockburns described the same
incident). Nuclear weapons were in the custody of the
personnel of the 12th General Directorate of the Min-
istry of Defense (Glavnoye Upravleniye Ministerstvo
Oborony, GUMO) and were kept at specially designed
and constructed storage facilities. Some of these were
located at or adjacent to military bases, but some were
located at some distance from them. It is possible that
weapons for both the Air Defense and the Navy were
kept at the same location that came under an attack,
but, alternatively, there could have been two sepa-
rate storage facilities and, in that case, these were two
separate incidents.
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It is also unclear whether the Tu-22M3s taking
nuclear weapons away from Azerbaijan carried all
of the nuclear weapons or just those from the air
defense base (assuming, again, that there were weap-
ons assigned to the Navy). If the latter is the case, then
the way other weapons were taken away and whether
there were any incidents is unclear as well.

Given these uncertainties, conclusions from that
case appear limited: During the time of broad popu-
lar unrest and chaos, when political authority loses
control of the situation and when security and mili-
tary structures get caught in a whirlwind of events, a
well-organized group can attempt to seize a nuclear
weapon with relative impunity. Such action will be
difficult to predict with any acceptable degree of cer-
tainty, and normal security protocols are likely to fail.
In that case, only personnel on the ground in imme-
diate control of weapons would stand between the
group that attempts the seizure and its target. The
only sure course of action is to remove weapons in
advance when events have not yet gotten out of hand.

The decision to remove nuclear weapons from
Azerbaijan was apparently made in haste and under
considerable stress, but it also triggered a wholesale
withdrawal of nuclear weapons from almost all con-
stituent republics of the Soviet Union. The process
continued during the entire year of 1990 and probably
into early-1991. It is difficult to ascertain when the
task was completed, but there are reasons to believe
that by the spring of 1991, tactical nuclear weapons
remained only in Russia, Belarus, Kazakhstan, and
Ukraine, the republics where strategic weapons were
also deployed.

In any event, by the fall of 1991, when the United
States proposed a reduction of tactical nuclear weap-
ons® to facilitate the consolidation of nuclear weapons
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in the territory of Russia, the withdrawal had been
completed. This was a massive undertaking that was
conducted, furthermore, in almost complete secrecy.

The withdrawal led to the consolidation of nuclear
weapons at a smaller number of storage sites. The
weapons withdrawn from constituent republics were
put into existing storage sites and, moreover, sent pri-
marily, if not exclusively, to the so-called Facilities-S—
the central storage sites, which were better protected,
manned, and fortified than storage sites associated
with military units. This certainly helped to ensure
the security of nuclear weapons as the Soviet Union
entered the last months of its existence and during the
turbulent time of the first post-breakup years.

The negative aspect of the hasty withdrawal con-
ducted in 1990, and the additional ones in 1992-96 from
Belarus, Kazakhstan, and Ukraine, was a breakdown
in the accounting protocols. According to interviews
with active-duty and retired military in the first half of
the 1990s, bookkeeping was often substandard. This
deficiency led to a range of problems in the late-1990s,
as will be discussed later in this chapter. Moreover,
the choice of destination facilities was often almost
random — it was often the ones that were closer to the
original site or had spare space. Time and transporta-
tion assets were at a premium; thus, planning was sac-
rificed to the speed of withdrawal. This created safety
problems at some facilities, as the number of war-
heads exceeded the maximum allowed and personnel
had trouble maintaining the controlled environment
inside. This problem was resolved only about 15 years
later when the number of tactical nuclear weapons
was reduced by three-fourths, according to public
data released by the 12th GUMO.’
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THE 1991 COUP: ADVENTURES OF A NUCLEAR
SUITCASE

The control of nuclear weapons was a decidedly
marginal aspect of the attempted coup d’état in August
1991 — or, rather, it was marginal for the Soviet lead-
ers and population, although it was of primary impor-
tance for foreign leaders. The main story, of course,
is how an attempt to save the Soviet Union under-
taken by a group of key officials—which included
the vice-president, the prime minister, the minister of
defense, and the chairman of the Soviet Secret Service
(KGB) —either doomed it (by preventing the signing
of a new Union Treaty), accelerated a disintegration
process that could no longer be stopped, or perhaps
had no impact at all, and the Soviet Union would have
fallen apart by the end of the year anyway. We can
never know, and arguments could be found to sup-
port any of these interpretations. Some — the leaders
of the coup themselves —even claim that there was no
coup at all, and that Mikhail Gorbachev gave them,
whether implicitly or explicitly, his blessing.

Where control of nuclear weapons is concerned,
the story is quite straightforward: The president of
the Soviet Union (also the commander in chief of the
Soviet Armed Forces) lost control of the country’s
nuclear weapons for 3 days. That action involved two
discreet steps: First, Gorbachev’s dacha, where he was
spending his vacation, was cut off from all commu-
nication with the outside world. Second, the portable
console of the Kazbek launch control system was
removed. The president regained control only after
the defeat of the coup attempt.

The decision to cut off communications was appar-
ently made at a meeting of the State Committee on the
State of Emergency (GKChP) leaders on August 17,
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although preliminary plans had clearly been drawn
earlier. Communications systems were switched off
when the group sent by the coup leaders arrived at
Gorbachev’s dacha at Foros. According to KGB Chair-
man Vladimir Kruychkov, this was done to prevent
Gorbachev from contacting Boris Yeltsin—the presi-
dent of Russia and the main proponent of the devo-
lution of the Soviet Union—or the President of the
United States, George H. W. Bush. Communications
were cut off, Kruychkov wrote later, minutes before
the team sent by the GKChP to Gorbachev reached
its destination.

Gorbachev lost access to the Cheget portable con-
sole immediately after the GKChP group arrived in
Foros, and communications were cut off." Although
officers of the “communications group” are supposed
to obey only the president’s orders, their access to the
president is controlled by his security detail,’* and in
this case, the security detail had an order to completely
isolate Gorbachev. According to their testimony, com-
munications were cut off at 4:32 pm, and only a few
minutes later, the senior member of the team was
summoned to Army General Valentin Varennikov,
one of the members of the GKChP and Commander of
Ground Forces, who told them not to worry about the
absence of communications.

The situation continued into the next day. In the
morning of August 19, Minister of Defense Dmitri
Yazov learned that Gorbachev’s Cheget was still in
Foros and ordered it to be brought to Moscow. Colonel
Viktor Boldyrev, the commander of the unit in charge
of the command and control system for nuclear weap-
ons, flew to Foros himself (having first obtained per-
mission from the KGB) and brought both the suitcase
and “communications officers” back to Moscow. They
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arrived in Moscow after 7 p.m. on August 19, and after
that the “nuclear suitcase” remained at the Ministry of
Defense. Reportedly, all information was deleted from
it, and the console became inoperable. According to
Gorbachev, he regained control of his “nuclear suit-
case” only on August 21, after he returned to Moscow,
approximately 73 hours after losing control.

It is difficult to assess fully the implications of the
seizure of the “nuclear suitcase” on August 18 because
many vital details pertaining to the functioning of
the Kazbek launch control system remain classified.
Portable consoles known as Chegets (they were intro-
duced into service in 1983) allowed their owners to
give an order to launch nuclear weapons. There were
three Chegets: During the Soviet time, one belonged
to the General Secretary of the Communist Party (later
to the president of the Soviet Union), the other to the
minister of defense, and the third to the chief of the
general staff. According to available information,®
Cheget No. 1 had priority status: Its owner could enact
a heightened level of alert and, after the early warning
system registered the launch of U.S. nuclear weapons,
give the launch order (transmit codes unblocking the
launch command). The other two Chegets had some-
what limited functionality: They allowed their owners
to maintain contact with the commander in chief to
confer and give advice, but not to give launch orders.
The latter became possible only under two conditions:
First, a preliminary order had already been given (the
system moved to heightened alert status) and second,
Cheget No. 1 had remained incommunicado for an
extended period. In that case, the power to authorize
the launch transferred to the next level in the com-
mand and control system.
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The removal of the Cheget from Gorbachev (or
preventing him from accessing the console) certainly
had major symbolic meaning. The Cheget is the most
visible, perhaps the ultimate, symbol of political
authority; thus, losing it amounted to a de facto forced
resignation. Additionally, it could have theoretically
prevented Gorbachev from using his authority to
introduce a heightened alert level as a bargaining lever
vis-a-vis the GKChP. A scenario of Gorbachev resort-
ing to such a step is purely hypothetical, however,
and thus was probably not the main motive for the
coup leaders.

Finally, and perhaps most importantly, the coup
leaders gained full access to the command and con-
trol system, enabling them to increase the level of
alert and to give the order to launch nuclear weap-
ons under certain circumstances (if the early warning
system registers an attack). It is unclear whether they
were able to give an order to launch without an attack.

Even though the coup leaders did not physically
possess Gorbachev’s Cheget and, by implication, the
command and control system, until the evening of
August 19, the unit had remained incommunicado
since 4:30 p.m. of August 18. Since the system regis-
tered the chief executive as incommunicado, the other
two Cheget consoles, those controlled by the minis-
ter of defense and the chief of general staff, acquired
full functionality. One of these two officials clearly
used their Cheget, as it will be demonstrated below,
but it remains unknown who exactly did that, Minis-
ter of Defense Dmitri Yazov or Chief of General Staff
Mikhail Moiseev.'*

David Hoffman states that the key military lead-
ers in control of nuclear forces, the Strategic Rocket
Forces (SRF), the Air Force (which controlled all air-
launched nuclear weapons, both long-range and tac-
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tical), and the Navy (strategic and nonstrategic sea-
launched nuclear weapons) did not support the coup.
He singles out Commander of the Air Force Yevgeni
Shaposhnikov, who openly refused to follow the
orders of the GKChP."

That, however, left out some other elements of the
nuclear capability —for example, short-range, land-
based nuclear weapons that belonged to Ground
Forces, whose Commander, Valentin Varennikov, was
one of the leaders of the coup. Nothing is known about
the position of the 12th GUMO, the element of the
military structure in direct physical control of nuclear
weapons and responsible for releasing them to troops.
Bits and pieces of information to be discussed below
suggest that at the very least the 12th GUMO did not
contest orders from the minister of defense or the chief
of general staff.

More importantly, control of the Chegets allowed
two top military leaders to bypass commanders of
forces (including the SRF, Air Force, and the Navy). In
any event, they were able to give the order to enhance
the level of alert (not fearing that Gorbachev, the com-
mander in chief, would countermand it) and, in case
the early warning system registered a nuclear attack,
they could have ordered a retaliatory launch.

The ability to execute these two actions was clearly
sufficient for the purposes of these military leaders.
Specifically, by enhancing the level of alert, they could
send a warning to the United States and the North
Atlantic Treaty Organization (NATO) not to interfere
with what was going on in the Soviet Union and also
perhaps communicate that the new leadership was
“tougher” and less prone to make concessions than
Gorbachev. In the improbable case the West would
have decided to threaten to use force, the system gave
the military leaders the power to deter.
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The GKChP ordered a higher alert level for nuclear
forces in the morning of August 19, when it publicly
announced that power had transitioned into the hands
of the “Emergency Committee.” The state of high alert
continued only for several hours and was reduced in
the middle of the day on August 19, although not yet
returned to the normal, peacetime level. The increase
of the alert level was apparently executed through
a direct order that bypassed the chain of command.
Only bits and pieces of what was happening “on the
ground” are available.

For example, Igor Kudrin, a commander of one of
the strategic nuclear submarines,' disclosed recently
that all strategic submarines of the Northern Fleet were
put on alert on August 19.” In this particular case (the
submarines were at their bases), this meant that the sub-
marines, even those moored at the pier, were ready to
launch missiles from the surface. Soviet strategic sub-
marines were given the capability to launch missiles
on warning about an ongoing attack in order to com-
pensate for the relatively small number of submarines
on patrol."®

Another source told a story about the first day of
the coup at an Air Force base near Khabarovsk. At
that time, the source served as a navigator in a Su-24M
dual-capable aircraft. At 7 a.m. Moscow time on
August 19 —the time when the announcement about
the coup was aired on Soviet television—their regi-
ment was put on high alert: Namely, the 12th GUMO
personnel loaded nuclear weapons on board the air-
craft (for the first time in the memory of the source),
and crews were ordered to be ready to take off 1 hour
after the order. Crews were also given two envelopes.
One envelope had codes necessary to arm nuclear
weapons — the first step in the arming process, accord-
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ing to the source, was to be performed prior to take-
off by a team from the weapons storage facility, and
the final arming procedure would be executed while
in the air on the approach to the target. The second
envelope contained information about the target. The
high alert status continued for 1 hour and then was
reduced to 4-hour readiness for takeoff."”

The story from Khabarovsk appears particularly
significant. First, it proves that leaders of the coup,
indeed, did not need cooperation from commanders
of the various forces in control of nuclear weapons.
Specifically, Shaposhnikov, the most open and vocal
opponent of the coup, was unable to prevent it: The
order was sent by higher authorities, and he could
not contest it. Obviously, the same could be expected
from the other forces, including the tactical nuclear
weapons assigned to Ground Forces.

That story also makes clear that not only were the
strategic forces put on high alert, but the entire Soviet
nuclear arsenal. Most likely, this reflected the extreme
paranoia of GKChP leaders, but it clearly represented
a very dangerous situation. One could easily antici-
pate a contingency under which a move by an adver-
sary could be misinterpreted as a provocation and
lead to most grave consequences.

What truly draws attention in the story of the
“adventures of the nuclear suitcase” is the ease with
which the commander in chief was relieved of one
of the most important vestiges of his power, and the
control of nuclear weapons transitioned to his subor-
dinates, who decided to stage a coup d’état. It required
the collusion of just three people: the Chairman of
the KGB (who was responsible for the security detail
and communications of the chief executive), and the
minister of defense and the chief of general staff—
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who were responsible for the command and control
system of nuclear weapons. The KGB could isolate
the chief executive and cut him off from all forms of
communication; the military, while the commander
in chief was incommunicado, could assume control of
nuclear forces.

The first and the most obvious remedy was taken
almost instantly. In September 1991, the responsibil-
ity of providing security for the top leaders was taken
away from the KGB and given to a separate service,
the FSO,?* which was directly subordinate to the pres-
ident (first of the Soviet Union, then of Russia). From
the fall of 1991 until the final breakup of the Soviet
Union, the president of Russia had his own security
service, independent of the one entrusted with the
security of Mikhail Gorbachev. The next step was
taken on December 24, 1991, only days after the Soviet
Union was formally disbanded: Boris Yeltsin created
the Federal Agency of Government Communications
and Information (FAPSI),*" a special service in charge
of all government communications that also reported
directly to the president.

By removing security and communications from
the KGB and transforming them into independent
governmental agencies, the top leadership could sleep
a bit more easily, because their own bodyguards and
their communications were no longer controlled by a
single person. The command and control system for
nuclear weapons, however, remained intact, as far as
is known. Yeltsin used his Cheget in 1995 to monitor
the launch of a Norwegian research rocket that trig-
gered an alarm of the Russian early warning system.*

Moreover, it appears that events in the Soviet
Union in 1991 illustrate a much more fundamental
problem that is inherent, to a greater or lesser degree,
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in all nuclear-weapons states—the vulnerability of
the nuclear weapons command and control system to
an attempted coup. Essentially, the requirements for
such a system, dictated by the logic of nuclear deter-
rence, also make it vulnerable to sabotage. To ensure
political control and the ability to strike on warning,
the system must be centralized (a single person, the
chief executive, must be able to sanction the launch of
weapons), but also account for the risk of losing the
chief executive by giving the same power to other lev-
els in the command and control system. As a result,
the subversion of the system becomes possible, too.
The Soviet system, in which the single civilian
leader, the president, was followed in the chain of
command by the military, was clearly excessively top-
heavy, as events in August 1991 demonstrated. The
Russian system inherited the same drawback: Once
the president is “taken out,” the military assumes full
control of nuclear weapons. The fact that the prime
minister is supposed to be second-in-command means
relatively little to the extent that he does not have the
means to execute his rights. One of the leading Rus-
sian experts on nuclear policy, Alexei Arbatov, pro-
posed a few years ago to transfer one of the Cheget
consoles from the Chief of General Staff to the prime
minister,” but that proposal went unheeded.

BREAKUP OF THE SOVIET UNION: FINDING
A NEW HOME FOR THE NUCLEAR WEAPONS

The breakup of an NWS presents a unique chal-
lenge with respect to the control of nuclear weapons.
In previous cases we dealt with attempts by unau-
thorized persons or entities to seize control of weap-
ons or the chain of command; the prevention of such
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situations is a “normal” threat, which all security ser-
vices and all protocols are configured to address. The
breakup of a country, however, involves the transition
of authority: For a period of time it becomes unclear
who is a legitimate authority, to whom personnel in
direct control of nuclear weapons must report, and
whose orders they must follow. The same is true for
the chain of command: It becomes unclear whose
launch order is legitimate. As a result, we end up in
a particularly dangerous situation, when military and
civilian personnel are free to choose allegiances. Even
worse, competing political authorities seek to gain the
trust and loyalty of personnel in the direct control of
nuclear weapons and the chains of command, and the
latter can dictate their conditions.

The period of relative autonomy can last a signifi-
cant amount of time. In the case of the Soviet Union,
it lasted at least 6 months (from December 1991, when
the Soviet Union was formally disbanded, to the sign-
ing of the Lisbon Protocol) and perhaps even longer.
(One can claim that the period began earlier, in the fall
of 1991, and ended in 1994, when all nuclear weap-
ons were transferred to Russia.) It can be hypoth-
esized that the longer the period of uncertainty, the
greater the chance that all competing political authori-
ties will lose control of nuclear weapons or retain it
only formally.

The best and perhaps the only remedy is to con-
solidate nuclear weapons and, if possible, weapons-
grade fissile materials, in one part of the territory of
the disintegrating country under control of one of
the competing political groups—the future govern-
ment. At least, in this case, it might become possible
to ensure the loyalty of personnel in direct control of
nuclear weapons and materials, since there will be a
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direct transition of authority from one government
to another, and the period of uncertainty will
be minimal.

This is what happened in Russia: When Gorbachev
formally retired as president of the Soviet Union, he
ceded his console for control of nuclear weapons to
Yeltsin, the president of Russia. Subsequently, Yelt-
sin’s authority to control nuclear weapons was not
questioned in Russia except for certain limitations to
be noted below (and even then, the situation never
reached dangerous proportions). The key challenge
was the fate of nuclear weapons and delivery vehicles
that remained outside Russia.

The following features of the situation sur-
rounding the breakup of the Soviet Union deserve
close attention.

The Soviet Government Began to Lose Control
of Nuclear Weapons Months before the Actual
Breakup of the Country.

Although the chain of command was restored after
the failure of the August 1991 coup, the Soviet govern-
ment no longer felt sufficiently sure of itself to make
some important decisions, in particular with regard
to nuclear posture. This limitation was revealed when
the Soviet leadership was contemplating a response to
the September 1991 initiative of George H. W. Bush.

The primary reason for the U.S. announcement
of a unilateral reduction of tactical nuclear weapons
and a list of proposals regarding strategic weapons
was to help the Soviet leadership consolidate nuclear
weapons in the territory of Russia. In particular, the
proposal to eliminate multiple independent reentry
vehicled (MIRVed) intercontinental ballistic missiles
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(ICBMs) with more than one warhead would have
resulted in the complete removal of nuclear weapons
from Kazakhstan and a very significant reduction of
nuclear weapons in Ukraine.? The Soviet Union, while
responding favorably to the American initiative on
tactical nuclear weapons, rejected the proposal to ban
MIRVed ICBMs, but for different reasons: The bulk of
Soviet strategic forces were on MIRVed ICBMs, and
accepting that proposal would have meant a massive
(and extremely expensive) restructuring of the force.

Still, the U.S. concern about the increasingly shaky
control of Soviet authorities over nuclear weapons
was shared by some in the Soviet Union. In early
October 1991, two leading Soviet scientists who had
been proactive in matters of disarmament, academi-
cians Yevgeni Velikhov and Yuri Ryzhov, sent a let-
ter to Mikhail Gorbachev imploring him to use the
opportunity and withdraw nuclear weapons to Rus-
sia: “Developments in Ukraine or in Kazakhstan are
unpredictable,” they wrote. “One cannot rule out that
the very fact of presence of [nuclear] weapons in their
territories might be used as an instrument of political
influence.”*

Governmental agencies took a second look at the
American proposal and still rejected the de-MIRVing
proposal, but this time for a different reason: Foreign
Ministry experts doubted that even with the “cover”
provided by the Americans, the withdrawal of nuclear
weapons from other republics would be politically
feasible. “The [American] proposal,” they wrote,
“contradicts the well-known position of Kazakhstan,
which insists on proportional reductions of strategic
offensive weapons in Russia and Kazakhstan, and
even more so the position of Ukraine, which rejects
any actions with regard to nuclear weapons in its ter-
ritory without its agreement.”
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In contrast to 1990, when the Soviet government
was able to withdraw nuclear weapons from prob-
lem regions, it now believed it had lost this power.
While all other forms of control over nuclear weap-
ons appeared to function properly, one important
element of the central government’s authority —the
power to choose the locations where nuclear weapons
are deployed and stored —was probably lost. We will
never know this, because withdrawal was never tried.
But it is sufficient for our purposes that key agencies of
the Soviet government believed that problems would
have ensued.

Nuclear Weapons Quickly Became Hostage to a
Political Struggle between the Governments

of Emerging Independent States and Soviet
Leadership.

In October 1991, several months before the
breakup of the Soviet Union, a group of experts pre-
pared a lengthy paper outlining the future policy of
the Russian Federation with regard to nuclear weap-
ons.” That document was approved by Yeltsin and
was supposed to become the guidelines for a Russian
government still within the Soviet Union. It proposed
to concentrate all Soviet nuclear weapons in the terri-
tory of Russia; withdrawal from Belarus and Ukraine
was scheduled for 1993 and from Kazakhstan for 1996.
The document also insisted on fully consolidating the
production of delivery vehicles in Russia, eliminating
dependence on the defense industry in other Soviet
republics and even on the parts of Russia with signifi-
cant levels of separatism:

Beginning in the middle of 1992, all R&D performed by
chief designers outside Russia should be terminated.
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First of all this measure should affect NPO [Nauchno-
Proizvodstvennoe Ob’edinenie, or Scientific and
Production Association] Yuzhnoe, plants in Dneprop-
etrovsk and Pavlograd, and, in the case disintegration
trends in Russia should increase, the Kazan’ aircraft
complex in Tataria.?®

Given the realities of the political tug-of-war (influ-
ence of the Russian leadership was on the rise and
that of the Soviet leadership in rapid decline), these
proposals effectively amounted to shifting control of
nuclear weapons from the Soviet government into the
hands of what was then a regional government.

In contrast to Russia, Ukraine paid scant attention
to nuclear weapons during that period. On October 24,
Verkhovna Rada, the Ukrainian parliament, adopted a
declaration that reaffirmed the 1991 declaration of the
future non-nuclear status of the country and said that
the presence of nuclear weapons in its territory was
“temporary.” The declaration proclaimed, however,
that Ukraine sought control over nonuse of nuclear
weapons from its territory and that all nuclear weap-
ons located in its territory would be eliminated. The
latter phrase suggested that the disposition of nuclear
weapons required negotiations and would not be left
to the discretion of a central authority (at the time, still
the Soviet Union).

The Attraction of Nuclear Weapons is Difficult to
Resist. Given an Opportunity, Newly Independent
States Would Seek to Control as Many Nuclear
Weapons as They Can Lay Their Hands on, Even
If Originally They Intended to Do Otherwise.

In spite of public rejection of its nuclear status,
developments in Ukraine were increasingly com-
plicated. The closer the republic moved toward full
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independence, the more attractive nuclear weapons
seemed. In the fall of 1991, the Center for Operational
and Strategic Studies (COSS¥) of the newly created
Main Staff of the Ukrainian Armed Forces* conducted
an in-depth study looking into two questions: Could
nuclear weapons deployed in Ukraine be used to
deter Russia, and could Ukraine take control of these
weapons? Expert support was provided primarily by
the Dniepropetrovsk chapter of the National Institute
of Strategic Studies.?!

The results of the study were not encouraging for
proponents of a nuclear status of Ukraine.*? It was
concluded that strategic weapons were too long-
range and could not reach closer than the Urals; thus,
Moscow and other key political and military targets
in the European part of Russia were out of reach.
Moreover, even that task would have required retar-
geting missiles, which was impossible without com-
pletely overtaking all command and control systems,
as well as obtaining data for new targeting. As things
stood in late-1991 and early-1992, all nuclear weapons
were targeted at the United States. The use of tactical
nuclear weapons was apparently not even seriously
considered —and, in fact, at the dissolution of the
Soviet Union, Ukraine quickly agreed to transfer them
to Russia in a matter of months. The withdrawal was
completed in May 1992.%

With regard to Ukraine’s ability to take over con-
trol of nuclear weapons, the study was more opti-
mistic. It reportedly concluded that, in principle, this
was possible. The Russian military concurred with
that finding: According to Strategic Rocket Forces
experts, Ukraine could assume operational control
over nuclear weapons in just 9 months.* Work was
reportedly performed at Khartron, a research institute
in Kharkiv that specialized in the development of con-
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trol and guidance systems for space and military pro-
grams, and continued probably until the end of 1992.

Inspite of these (relatively) optimistic findings,* the
study recommended that Ukraine should refrain from
attempting to acquire a nuclear status. This recom-
mendation was based, according to Grechaninov, on
a comprehensive assessment of programs that had to
be implemented in support of a nuclear status, includ-
ing the ability to produce nuclear weapons, maintain
weapons and delivery vehicles, etc. All in all, it is clear
that even before obtaining formal independence, polit-
ical leaders in Ukraine seriously contemplated pursu-
ing a nuclear status and were dissuaded by military
and technical experts who demonstrated that such
a move was impossible for technical and
financial reasons.

Companion evidence was supplied by former U.S.
Ambassador to Ukraine Steven Pifer, who reported
that shortly after Ukraine acquired independence, a
group of foreign and defense ministry officials had
a meeting with senior officers of the 43d SRF Army
deployed in Ukraine. The former wanted to explore
whether the country could maintain a nuclear capa-
bility if it chose to do so, but the military explained
that Ukraine would have needed to build an extensive
infrastructure, which was both financially and techno-
logically challenging.*

There is also unconfirmed information” that in
December 1991, the Kharkiv Institute of Physics and
Technology, which had been involved in nuclear
weapons research from the early days of the Soviet
nuclear program, requested and received from Arza-
mas-16 (currently known as Sarov), one of two pri-
mary Soviet nuclear weapons laboratories, the manu-
als necessary for the maintenance and refurbishment
of nuclear weapons. Since Ukraine was not yet for-
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mally classified or perceived as another country dur-
ing the transitional period, the request from Kharkiv
was apparently treated in Sarov as routine.

In spite of the recommendations of the study group
and the political declarations, the issue of the status of
Ukraine was not resolved. It is difficult to tell with suf-
ficient certainty whether the Ukrainian government
tried to use nuclear weapons in its territory as lever-
age or if political leaders continued to entertain the
thought of acquiring a nuclear status.

On February 23, 1992, the president of Ukraine,
Leonid Kravchuk, ordered the discontinuance of
the withdrawal of tactical nuclear weapons from the
country, a move that was made public only 2 weeks
later, on March 12. The official justification was that,
in violation of the Minsk and Almaty Agreements,
Ukraine had not been allowed to monitor their elimi-
nation. The interpretation in Moscow was different:
Ukraine was probing for the reactions of Russia and
the United States to the possibility of Ukraine’s retain-
ing nuclear weapons; otherwise, consultations could
have been held first.

On April 5, Kravchuk issued Decree No. 209,
authorizing the minister of defense to take all strategic
forces in the territory of Ukraine under his administra-
tive command. This decree contradicted the December
1991 agreements between the heads of newly inde-
pendent states putting all strategic forces of the Soviet
Union under command of the Joint Armed Forces of
the Commonwealth (JAFC). In all fairness, this decree
could have been a response to the actions of the JAFC
High Command: While all JAFC personnel were sup-
posed to take an oath of allegiance to the Common-
wealth as a whole, commander in chief of the JAFC
Yevgeni Shaposhnikov ordered all troops in the terri-
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tory of Russia to take an oath of allegiance to Russia,
and the cable with that order was sent (supposedly
by mistake) to Ukraine.”® Moreover, General Mikhail
Bashkirov, who in 1991-92 commanded a division of
heavy bombers in Uzin, said that in February he was
ordered to relocate all heavy bombers to Russia; Bash-
kirov refused.”

In the middle of February, about half of the
officers of the Uzin division took an oath of allegiance
to Ukraine.*” On April 5, Kravchuk issued Decree No.
209, authorizing the minister of defense to take all
the strategic forces in the territory of Ukraine under
his administrative command. By the end of April,
the officers of all the Strategic Forces units in Ukraine
did the same.

The transition of SRF and Strategic Air Force units
from Soviet/JAFC structure to the Ukrainian national
army gave Kiev direct administrative and operational
control over nuclear-capable delivery vehicles, but not
over nuclear weapons. The latter remained under con-
trol of units subordinated to the 12th GUMO in Mos-
cow, but not for long.

In May 1992, the personnel of two nuclear weap-
ons storage units located at Air Force bases took oaths
of allegiance to Ukraine, which gave the latter physi-
cal control of some nuclear weapons. In contrast to
delivery vehicle personnel, however, the personnel at
weapons storage facilities took much longer to switch
allegiance to Ukraine, and that process was completed
only in 1993. Physical control of nuclear weapons
made Ukraine a de facto NWS. The only element of
full-scope control it lacked were the codes needed to
arm the weapons, but there were persistent rumors
that the Ukrainians were working on that, too. Also,
air-launched cruise missile (ALCM) warheads report-
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edly did not have targeting information (“zero flight
path,” according to Russian military lingo), which had
been removed on orders of the 12th GUMO prior to
the switchover of personnel to Ukraine.*!

It is difficult to say definitively whether events in
Ukraine could be classified as the loss of control over
nuclear weapons, because the weapons ended up in
the hands of a recognized state. On the other hand,
Ukraine was widely regarded by everyone—and was
officially proclaimed by its leadership—as a non-
nuclear state where nuclear weapons were located
only temporarily. The immediate reason for the awk-
ward situation that emerged by the middle of 1992 was
the hasty and poorly conceived process of disbanding
the Soviet Union: Leaders concluded only very gen-
eral and imprecisely worded agreements, and many
key issues were not discussed at all.

Other post-Soviet states with nuclear weapons in
their territories experienced the same attraction to
nuclear weapons, although to a much smaller extent
than in Ukraine. For example, Belarus, which at first
displayed a determination to get rid of nuclear weap-
ons in its territory as quickly as possible, began show-
ing signs that it might want to reconsider its earlier
decision. In April 1992 the new defense minister of
Belarus, Pavel Kozlovski, demanded compensation
and security guarantees from the West in exchange for
the renunciation of nuclear weapons. Simultaneously,
at a meeting with commanders of troops deployed
in Belarus, President Stanislav Shushkevich made an
unprecedented statement about feeling particularly
confident about the country’s security because of the
knowledge that he had nuclear weapons behind him.*?
The change of attitude in Belarus, however, was lim-
ited to a handful of political statements and was most
likely caused by the example of Ukraine.
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Kazakhstan presents yet another story. Even as
Russia and Ukraine were increasingly engaged in a
bitter fight over the fate of Soviet nuclear weapons,
Almaty remained almost completely silent, but it
appears that Nursultan Nazarbaev, the first president
of Kazakhstan, was simply watching unfolding events.
Had Ukraine become nuclear, Kazakhstan could have
followed suit; had it failed, Kazakhstan would have
ceded nuclear weapons without much argument.

In the end, Kazakhstan could not wait forever. In
early-May 1992, apparently influenced by a recent visit
of Kravchuk to Washington,* Nazarbaev pointed out:

Our neighbor China has nuclear weapons, our neigh-
bor Russia has nuclear weapons. Some Russian poli-
ticians have territorial claims on Kazakhstan. There
are Chinese textbooks that claim that parts of Siberia
and Kazakhstan belong to China. Under these circum-
stances, how do you expect Kazakhstan to react?*

Shortly afterward, Nazarbaev attempted to retain
Soviet strategic missiles in Kazakhstan, but with
a status of a Russian military base rather than his
own.” He even had Yeltsin sign a joint statement to
that effect, but Moscow had to rescind the document
because of strong U.S. opposition and the fear that
such a step would undermine delicate maneuver-
ing around the fate of nuclear weapons in Ukraine.*
The choice in favor of becoming a basing country
instead of a nuclear country was clearly dictated by
the absence of any infrastructure whatsoever for the
maintenance and production of both weapons and
delivery vehicles.

On April 11, 1992, Ukraine, Kazakhstan, and
Belarus issued a joint statement declaring that they,
along with Russia, were legal heirs to the assets of
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the Soviet Union, including the ownership of nuclear
weapons.”” This clearly indicated that the three coun-
tries were looking for common ground vis-a-vis Rus-
sia (and, to some extent, the United States) to at least
leverage nuclear weapons that remained in their terri-
tories after the breakup of the Soviet Union. The state-
ment certainly did not amount to a claim for control
of these weapons, but strengthened the hand of the
states (Ukraine, in particular) that toyed with such
a prospect.

Even allowing for imperfect and unavoidably
incomplete data, the overall trend appears quite clear.
Nuclear weapons were regarded by at least some of
the emerging governments as a valuable asset, and
they were prepared to explore the options for laying
their hands on them. There were several reasons the
“game” did not turn violent and was resolved with
a reasonable degree of success and in a reasonable
amount of time. The first reason was the firm posi-
tion of the United States. Very early in the game, the
United States made it abundantly clear that the mem-
bership of each newly independent state, except Rus-
sia, in the Nuclear Non-Proliferation Treaty (NPT) as
a non-nuclear state was a critical criterion by which
Washington would assess its behavior.

Second, in the run-up to and during the formal
dissolution of the Soviet Union, the newly indepen-
dent states with nuclear weapons in their territories
felt they had to maintain a disarmament and nonpro-
liferation decorum. Hence, they quickly concluded a
series of agreements on the future of nuclear weap-
ons and, in spite of the many shortcomings of these
agreements and attempts to revise them afterward,
the agreements helped provide a framework for sub-
sequent negotiations and political games. Moreover,
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some states (Kazakhstan and Ukraine, in particular)
used anti-nuclear sentiment in their countries to con-
solidate public support for independence and could
not revise them easily.

Third, the game was influenced by the availabil-
ity of the technological and industrial infrastructure.
Hence, for Kazakhstan, a nuclear status was simply
out of the question. Ukraine had some elements of the
infrastructure required for a nuclear state, but com-
pleting it would have been so expensive and time-
consuming, and Ukraine faced such strong opposition
from other countries (the United States, in particular)
that the project was not even attempted.

The experience of the Soviet breakup offers several
important lessons:

1. Regardless of what leaders of future new states
say about nuclear weapons, they are very likely to
change their attitudes once independence is achieved
and will seek to lay their hands on all the nuclear
weapons they can reach. The attraction is very diffi-
cult to resist. This is not only about the aura of influ-
ence and power nuclear weapons are often believed
to carry, but is often simply a habit of an elite and a
public that is used to living in a nuclear state. Losing
that nuclear status is difficult to accept.

2. Any agreements newly independent states
conclude to ensure orderly transition from one state
to several will likely be of poor quality and remain
short-lived. Any final resolution of the nuclear inheri-
tance will require new negotiations that will be time-
consuming and difficult. Chances are, before such
negotiations even begin, there will be a high risk of
open conflict.

3. New states are likely to seek legitimacy in the
eyes of the international community and comply, at
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least outwardly, with disarmament and nuclear non-
proliferation regimes. While these regimes cannot, in
and of themselves, prevent conflicts or the division of
nuclear weapons among newly independent states,
they can considerably reduce freedom of action and
serve as criteria for legitimacy. These regimes also can
justify and facilitate outside interference in the pro-
cess of settlement on the issue of nuclear inheritance.

4. The United States, which clearly and com-
pletely dominated the international scene in the early-
1990s, played a pivotal role in the successful outcome
of events in the former Soviet Union. It is unclear
whether it can play the same role in the future, in case
a nuclear state breaks up, or will need to cooperate
more closely with other great powers.

The Breakup of the Soviet Union Resulted in the
Weakening of Political Authority, (Almost)
Decapitated the Nuclear Command and Control
Chain, and Gave the Military an Opportunity to
Choose Its Allegiance.

The disintegration of central authority in the Soviet
Union—the emergence of several independent states
in the place of a single country and the inevitable com-
petition of these states for legitimacy, allegiance of the
population, and the attributes of statehood —created
a legal and psychological vacuum for the Soviet mili-
tary. In an attempt to smooth the transition, new states
created an artificial structure called the Joint Armed
Forces of the Commonwealth (JAFC). The JAFC
included all the parts of the Soviet Armed Forces that
were not immediately “privatized” as in Ukraine, and
the Strategic Forces of the Commonwealth —a part of
the JAFC, which was responsible for nuclear weap-
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ons. Some states (Ukraine, in particular), however,
sought to control all the military structures in their
territory rather than yield to a nonstate authority that
was widely (and justifiably) suspected to be primarily
loyal to Moscow.

An immediate consequence of that transition was
the uncertainty of the chain of command and control
of nuclear weapons. The ultimate power to use nuclear
weapons was entrusted to President of Russia Yeltsin,
who controlled Gorbachev’s portable control unit and
was supposed to coordinate the use of nuclear weap-
ons with heads of three other post-Soviet states that
had nuclear weapons in their territories through a spe-
cial conference phone.* These three leaders, however,
could not prevent Yeltsin from launching a nuclear
strike, whether using nuclear weapons deployed in
Russia itself or those deployed in their territories.
Consequently, Ukraine, which sought full statehood,
talked about cutting into the chain of command and
installing systems that would deny Yeltsin the abil-
ity to send launch orders to nuclear assets in the
Ukrainian territory.

Beyond the ultimate decision authority, the system
that emerged from the breakup of the Soviet Union
was unique, unworkable, and ultimately dangerous,
as there was no political authority above the military
leaders. The JAFC became a semi-autonomous organi-
zation that reported to all heads of state (governments)
of the Commonwealth of Independent States (CIS)
simultaneously —and where nuclear weapons were
concerned, to four heads of state—which, in practice,
meant they reported to no one. It is worth bearing in
mind that Yevgeni Shaposhnikov, the commander
in chief of the JAFC, and his chief of staff inherited
the two portable control units that previously had
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belonged to Soviet military leaders. Under certain cir-
cumstances (the incapacitation of Yeltsin’s unit), they
could acquire full control of nuclear weapons.

The close association between the Russian gov-
ernment and the JAFC High Command was strongly
resented by other newly independent states, Ukraine
in particular, but the Russian leadership was uncom-
fortable with it as well. Even though Shaposhnikov
demonstrated his loyalty to Yeltsin at every turn
and acted, especially in the first months following
the breakup of the Soviet Union, as a de facto minis-
ter of defense of Russia, the JAFC actively interfered
in CIS politics and decisionmaking. For example, it
effectively monopolized the process of drafting agree-
ments on all military matters within the CIS; govern-
ments would only receive drafts of new agreements
days prior to their meetings and did not have time to
properly examine these drafts. Political leaders rarely
went into the finer details, so the High Command had
broad discretion over military policy.

Increasingly often, the drafts included Shaposh-
nikov as a co-signer along with the heads of state.
For example, a High Command draft of an agreement
between Russia and Ukraine on Strategic Forces was
titled “Agreement between the Russian Federation,
Ukraine, and the High Command of the Joint Armed
Forces of the Commonwealth on the Division of Func-
tions of Operational and Administrative Control over
Strategic Forces Located in the Territory of Ukraine.”
The agreement was supposed to be signed by Yeltsin,
Kravchuk, and Shaposhnikov.

In the summer of 1992, Shaposhnikov tried to
become a voting member of the Collective Secu-
rity Council (a body that consisted only of heads of
state or government). That could have completed
the process of transforming the military into a nearly
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sovereign entity not subject to any political authority
whatsoever.

Another area in which civilian authorities were
losing control over the military was the power of
the purse. Even Russia, which shouldered the bulk
of defense spending in the CIS—the other state that
spent money on the military was Ukraine — virtually
lost that power. A member of the Supreme Soviet (the
Russian parliament prior to the adoption of the new
Constitution in 1993) Committee on Defense, Valeri
Shimko, complained that the JAFC High Command
denied the parliament control over spending and
expected blind approval of all requests. As a result, in
the first quarter of 1992, the actual spending on armed
forces was 60 to 65 percent higher than the budget
allocation® — the only category of the budget in which
this happened.™

In early-1992, one could see even more ominous
signs: The military was quickly asserting a political
role of its own. The last months of the Soviet Union
saw the emergence of officer assemblies in individual
units and an umbrella organization, the “All-Army
Conference” —an independent organization that posi-
tioned itself initially as a military trade union, but
which quickly assumed a political role. The organiza-
tion was dominated by the top level of the military elite
(generals and senior officers). Even more troubling
was the Conference’s close association with the JAFC:
Officers’ assemblies and the All-Army Conference
were supervised by a JAFC official, Major General N.
Stoliarov, a former KGB officer. His deputy, Alexan-
der Zyuskevich, said that politicians should be aware
that they “cannot make decisions that affect the lives
of [servicemen] without regard to their opinion.””!
The executive arm of the assembly, the Coordination
Committee, was funded from the JAFC budget.>
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A stark reminder of the risks was the All-Army
Conference in January 1992, which demanded that
all newly independent state leaders appear before the
delegates (a meeting of 11 heads of state of the CIS was
under way in Moscow at that time). Only Yeltsin and
Nazarbaev showed up, though, and the conference
almost went out of control. Shaposhnikov managed
to calm it down, but only at the expense of vowing
to fight for the preservation of unified Soviet Armed
Forces.® Just prior to the Minsk summit in February
1992, a spokesman for the Coordination Committee
declared that the military would take matters into
their own hands if CIS leaders did not adhere to their
demands.® In February 1992, Shaposhnikov agreed
to make the commanding officers of units chairmen
of officers’” assemblies. This finalized the transforma-
tion of an erstwhile military trade union into an inde-
pendent political force, with assemblies providing an
alternative command and control structure.

The situation was clearly untenable even for Rus-
sian leaders. Yeltsin was prepared to tolerate it only
as long as he hoped to retain control over all Soviet
Armed Forces or at least over all nuclear weapons.
When it became clear that the JAFC could not per-
form that role, he followed the example of Ukraine
and established Russia’s own Armed Forces in March
1992% and the Ministry of Defense (MOD) in May.>
More importantly, in March 1992, all nuclear weap-
ons mobile control units were already secured in the
hands of Russian officials reporting solely to the presi-
dent of Russia. But it was only by the end of 1992 that
the Russian MOD succeeded in curtailing the political
activism of the military.

The experience of the breakup of the Soviet
Union suggests that governments, whether those of
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new states or established powers, do not make the
final decisions. The conditions of uncertain politi-
cal authority give the military the de facto power to
choose loyalty and could, in an extreme case, make it
an independent political player. Nuclear weapons can
play the role of the ultimate prize the military could
hand to one or the other government in exchange for
various favors. This power could be wielded not only
by the top levels of military command, but even at the
unit level; the only limitation the latter had was lack of
access to permissive action links.

Large-scale Relocation of Nuclear Weapons

under Conditions of Political Uncertainty, Relative
Independence of the Military, and Competition
among New Governments Can Result in the Loss of
Nuclear Weapons.

The above-referenced massive relocation of tac-
tical nuclear weapons in 1990-91 proceeded in an
orderly fashion, even if in considerable haste. The sys-
tem of control and accounting still functioned reason-
ably well: Even as the country as a whole was sinking
into disorder and sometimes utter chaos, the mili-
tary machine, particularly elements associated with
nuclear weapons, continued to operate in reasonable
order. The situation was different in 1992. The with-
drawal was hasty, sometimes poorly organized, and
badly managed; the physical control of nuclear weap-
ons was, at times, in different hands, and accounting
was poor as well. As a result, there was considerable
risk that some nuclear weapons would be lost in the
withdrawal.

The “suitcase nukes saga” began in the fall of 1997,
when General (Retired) Alexander Lebed alleged that,
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during his short tenure as the Secretary of the Secu-
rity Council in 1996, he received information that the
separatist government in Chechnya possessed small
nuclear devices.” In an attempt to clarify the situation,
he created a special commission led by his assistant,
Vladimir Denisov. According to Lebed, the commis-
sion was able to locate only 48 such munitions out of
a total of 132. (Subsequently, Lebed changed the total
number of suitcase nukes several times, stating in the
end that the number was between 100 and 500, but
probably closer to 100.)*® Lebed specifically referred
to weapons that had been withdrawn to Russia after
the breakup of the Soviet Union. According to Vladi-
mir Denisov, his commission was able to find portable
nuclear devices that had been in the Russian territory
in 1991 or earlier, but not the ones that were supposed
to be transported in 1992.%

When exploring the hypothesis about the loss of
some portable nuclear devices in 1992, authors of a
Center for Nonproliferation Studies (CNS) study, per-
formed in 2002 and 2004,° noted that Soviet nuclear
weapons in Belarus and Kazakhstan were under full
control of the 12th GUMO in Moscow. Ukraine could
have been a different case, but after the interruption
of the withdrawal in the end of February 1992, the
removal followed a special procedure codified in a
Russian-Ukrainian agreement signed in March 1992.
This procedure included the thorough authentica-
tion of each warhead by representatives of both sides,
including the verification of serial numbers against
the logs kept at the 12th GUMO in Moscow. Paradoxi-
cally, the tense relations between Russia and Ukraine
in the spring of 1992 resulted in a more reliable and
verifiable accounting procedure than was the case
with other newly independent states.
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In any event, the person who was supposed to be
the best-informed, the chief of the 12th GUMO, Igor
Valynkin, disclosed in 2001 that all portable nuclear
devices had been eliminated.®! This sounds credible, if
only because these weapons have a short shelf life and
should have been either refurbished or dismantled.
In 2004, Vladimir Denisov, the head of the commis-
sion established by Lebed, announced that they had
completed the inventory and succeeding in matching
records to actual weapons.®* Denisov did not mention
how the commission dealt with the dismantled war-
heads. Most likely, it matched 12th GUMO records
with the records at dismantlement facilities, which
belong to a different agency —during that time it was
the Russian Federation Ministry of Atomic Energy
(MinAtom); now it is the Rosatom Nuclear Energy
State Corporation (RosAtom). The apparent dis-
crepancy between the actual inventory and records,
which was the reason for Lebed’s (premature) state-
ment, probably meant that weapons withdrawn from
Belarus and Kazakhstan, as well as from Ukraine, prior
to the Russian-Ukrainian agreement were moved to
the first available facility without taking proper care
of the “bean-counting.”

There is no reason to question Denisov’s statement.
In spite of numerous reports, no credible evidence has
emerged that any warheads have been lost. Yet, two
important points should be made. First, apparently,
there was no attempt to match records to actual weap-
ons until Lebed ordered the establishment of a special
commission in 1996. Lebed deserves credit at least for
doing that. Second, the chance of losing weapons dur-
ing a hasty and poorly organized (for obvious reasons)
withdrawal to Russia was uncomfortably high. If the
situation repeats in a different case, nuclear weapons
could well be lost.
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FROM THE FRYING PAN INTO THE FIRE:
CONTROL OF NUCLEAR MATERIALS AFTER
THE BREAKUP OF THE SOVIET UNION

The control of nuclear weapons was, by and large,
restored by the end of 1992. Physical control was solid-
ified in the hands of Russian political leaders and the
Russian military; the transfer of remaining warheads
from Ukraine was no longer in serious doubt. Com-
mand and control systems were firmly in the hands
of the Russian leadership as well. The time of trouble
was not over yet, however; 1992 saw the emergence
of a different problem that came to haunt Russia, the
former Soviet Union, and the world for years — control
of weapons-grade fissile materials.

The reasons for the breakdown of the fissile mate-
rial control and accounting system were different
from those that caused perturbations with control of
nuclear weapons. The Soviet system for nuclear weap-
ons-grade materials was intended primarily to defend
against activities of hostile states, such as espionage,
including the recruitment of personnel, infiltration by
special forces in times of conflict, etc. The Soviet politi-
cal and economic system provided sufficient protec-
tion from other kinds of threats. In the final analysis,
criminals would not have any use for weapons-grade
material even if they managed to steal it. There were
no potential customers inside the Soviet Union, and
material could not be taken outside the country,
because travel was restricted and foreign trade con-
trolled by the government. Consequently, fissile mate-
rials had military value but almost no financial value.

The introduction of a rudimentary market system
in 1992, an almost unlimited right to travel abroad, and
the weak ability of the government to monitor income
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radically changed the structure of incentives. For the
first time in Soviet history, fissile materials became
attractive for their potential monetary value, and the
control and accounting system was not designed to
address new threats, including those from insiders.
The risks were further exacerbated by extreme depri-
vation caused by the socio-economic transition, which
literally wiped out the salaries and savings of the pre-
viously privileged employees of defense enterprises.

These challenges developed against the backdrop
of a general weakening of the government and the
law-enforcement machine. Simply speaking, govern-
mental agencies—including those in charge of the
nuclear industry, the military, security services of all
kinds, oversight bodies, and everyone else—func-
tioned only with great difficulty because their rank-
and-file personnel were even less committed to their
work, interagency coordination was almost nonexis-
tent, etc. Thus, the system had difficulty coping with
even standard tasks, to say nothing about new, uncon-
ventional challenges.

The first known case of the loss of weapons-grade
material took place in 1992.% The perpetrator was
arrested in October, but had begun to steal material
5 months earlier, in the spring of 1992 —only a few
months after a radical economic reform was launched
by the Russian government following the collapse of
the Soviet Union. Leonid Smirnov, an employee of a
Luch NPO (Nauchno-Proizvodstvennoe Ob’edinenie,
or Scientific and Production Association) in Podolsk,
a town southwest of Moscow, was detained with 1.5
kg of weapons-grade highly enriched uranium (HEU).
Smirnov’s last position at that fuel-production facil-
ity provided him with direct access to HEU. He had
read in the mass media that weapons-grade materials
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could be sold for significant amounts of money, and
when inflation turned his salary into almost nothing,
he decided to use his access to such material to get
rich quickly.

Smirnov used his knowledge of the fine details of
the production process and the nuances of the account-
ing system as well as inadequate security protocols.
He skimmed small amounts of material (50-70 grams
at a time). Thefts went unnoticed because each time
the amount of stolen material was within the margin
of “natural” loss in the process of production allowed
by the accounting system. He was often left alone
with material while his co-workers had a smoking
break. Guards never detected him taking material out
because the gates did not have radiation-monitoring
equipment, and there was no procedure for searching
employees. The stolen material was kept in a jar on the
balcony of Smirnov’s apartment.

After 5 months, Smirnov decided that he had
enough material to attempt a sale and began looking
for a customer, though he had only a very vague idea
gleaned from newspapers who such a customer might
be. As he was traveling to Moscow to begin the search,
he accidentally met with three friends at the rail sta-
tion in Podolsk. At that moment, his friends were
arrested by police on unrelated charges. The uranium
was discovered when Smirnov was searched along
with the others.

The Podolsk case represents what appears to be
a typical pattern for the 1990s.* The theft of nuclear
materials was carried out by an opportunistic insider
with access to material and sufficient knowledge of
security and accounting protocols to avoid detection.
Perpetrators had only a vague idea of the monetary
value of the material, however, and did not procure it

130



for specific customers. Instead, they used the window
of opportunity to steal and then began to look for a
customer. The latter aspect is not a reason for compla-
cency, however: There is reason to believe the material
that surfaced in at least one interception in Georgia
in 2006 was a sample from a much larger batch that
was likely stolen years earlier and stashed to wait for
a customer.®

CONCLUSION

The elaborate systems NWS create to control their
nuclear weapons have one major vulnerability —inter-
nal upheaval that undermines the systems” key build-
ing blocks. In the span of just 2 1/2 years, the former
Soviet Union encountered almost all the possible situ-
ations that could have led to a loss of physical control
of nuclear weapons, control of their use, or both. It
appears that no NWS is immune to similar challenges
in times of political distress. The Soviet case suggests
several reasons why this happens:

* DPolitical instability grows quickly, and state
machinery and the political system are usually
too slow to react. The short period when politi-
cal opposition has already institutionalized to
the point of having paramilitary forces, while
the government is still on peacetime footing, is
particularly dangerous.

* Separatist forces organize very quickly and
are usually more proactive and violence prone
than the central government. While nuclear
weapons might not be the highest priority of
separatists at an early stage, the loss of political
control over some regions of the country could
result, among other things, in a partial loss of
control over nuclear weapons as well.
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When the country finally breaks apart, new
states inevitably begin competing for control
over pieces of the nuclear legacy. Whether new
governments make special arrangements for the
orderly transition of the nuclear legacy or enter
this competition overtly has little relevance.
Almost inevitably, they will seek nuclear status
or at least seriously contemplate it. Prevent-
ing the division of the nuclear arsenal is diffi-
cult and can succeed only under certain types
of international systems, which allow control
from the outside (for example, unipolar, bipo-
lar, or any type of a hegemonic system); under
a multipolar international system, the chances
that several nuclear states will emerge in the
place of one appear very high.

The strongest defense against the loss of control
of nuclear weaponsintimes of political upheaval
is the motivation of military personnel. They
are usually less susceptible to shifting political
winds and will safeguard nuclear weapons until
the situation stabilizes. The greatest danger here
is the disappearance of the state to which they
had pledged allegiance. Then the military effec-
tively becomes free to grant control of nuclear
weapons to whomever it chooses; in principle,
it can even grant it to nonstate actors or take it
into its own hands, creating a foundation for a
military dictatorship.

Paradoxically, the control of weapons-grade fis-
sile materials is significantly less prone to collapse or,
rather, it is likely to collapse only in a small number of
states. In Russia, this collapse resulted not from politi-
cal turmoil, but from economic transition. It created
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conditions toward which the old system was not suf-
ficiently well adapted. The new control systems were
eventually built—with significant financial and tech-
nical assistance from other states —but the task took
many years to complete, and during that period weap-
ons-grade materials remained vulnerable to theft. One
state that immediately comes to mind as far as similar
future threats are concerned is North Korea. In case
of a collapse of the political system and a transition
to a market economy, it will likely experience the full
range of pressures and risks that we saw in the Soviet
Union; all other NWS will be vulnerable to the loss of
control of weapons as a result of political upheaval,
but not necessarily to a vulnerability of materials.

As we look into the future, political upheaval in
one or more nuclear states does not appear impossi-
ble. It is also worth bearing in mind that no one could
have predicted the depth and the speed of the crisis
in the Soviet Union, much less its breakup. The con-
clusion one could draw from the Soviet case is rather
pessimistic: The collapse of an NWS can happen unex-
pectedly, and the international system, at least in the
short term, is not sufficiently equipped to manage the
consequences.

The Soviet Union was breaking apart under a sys-
tem that could, for all intents and purposes, be defined
as unipolar: The United States and its allies exercised
significant (if not almost complete) control over the
outcomes. Both the outgoing Soviet government and
the incoming governments of new states felt pressure
to conform to U.S. preferences. This significantly lim-
ited their freedom of action. Competition for a piece
of the nuclear legacy was reduced to cautious maneu-
vers and testing grounds for the possible acquiescence
of Washington to the emergence of more than one
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nuclear state in place of the Soviet Union; at a later
stage, newly independent states bargained for more
advantageous conditions for surrendering nuclear
weapons. The United States also possessed almost
unlimited financial resources (at least, compared with
the needs of new states) and could freely offer eco-
nomic and other forms of assistance. This assistance
proved critical in the case of Ukraine, and also helped
facilitate safer, faster, and more orderly withdrawals
of nuclear weapons to the territory of Russia.

These conditions are not present today and might
not re-emerge in the near future. If a situation even
remotely similar to what we saw in the Soviet Union
emerges, there will likely be more than one player
in the game. Consequently, opposition and/or sepa-
ratist forces within the NWS undergoing political
upheaval could draw external support from sources
other than the United States, and it is far from obvi-
ous